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Abstract
This documentation is for the SZTPD product by Watsen Networks.

This documentation is still a work-in-progress. Some sections clearly indicate when material is pending,
but there are also some missing sections, and other sections may not have enough detail.

SZTPD is currently in its “alpha” stage and details captured in this document may change.
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1 Introduction

SZTPD implements the “bootstrap server” defined in RFC 8572!. SZTPD also implements the “SZTP
server” defined in RFC 9646

SZTPD is provided as Python software, an asynchronous event-driven executable. SZTPD is an appli-
cation (not a library like YANGcore) that includes a northbound API for configuration, a southbound
API for device bootstrapping requests, and outbound hooks for integration with other business systems.

This documentation is in preparation for a “1.0.0” release, using the common “major.minor.patch” se-
)
mantic versioning convention.

1The implementation is incomplete, e.g., the implementation does not yet support Ownership Vouchers.
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2 API Introduction

The following picture illustrates the API interfaces implemented by SZTPD.

RESTCONF based API

North-Bound
@ Interface
Any SQL database supported by

i : SQLAIchemy, including:
Plugin-based dynamic HTTP or HTTPS Y, 9
callouts for integrating * In-memory database

with infrastructure. Internal (—— - File-based database
@ ¢——Function Cal YANGcore TCPorTLS > ﬁ » MySQL, MariaDB, etc.

HTTP or HTTPS

South-Bound
@ Interface

RESTCONF based API

The various aspects of this picture are discussed in the following sections.

2.1 Northbound Interface Introduction

SZTPD’s Northbound interface (NBI) is the same as YANGcore’s, with the only difference being that it
adds configuration and operational state nodes to the data tree. Please see the “Northbound Interface
Introduction” section in the YANGcore User Guide for details about the YANGcore NBI.

See the Northbound API Details section in this guide for a description of the new nodes that SZTPD
added to the NBI.

2.2 Outbound Interface Introduction

SZTPD’s Outbound interface is the same as YANGcore’s, with the only difference being that it adds
additional dynamic callouts. Please see the “Outbound Interface Introduction” in the YANGcore User
Guide for details about the YANGcore outbound interface..

See the Outbound API Details section in this guide for a description of the additions made by SZTPD.

2.3 Southbound Interface Introduction

SZTPD’s Southbound interface (SBI) is added, it does not come with YANGcore. The Southbound
interface implements:

e The “Bootstrap Server” defined in Section 7 of RFC 8572.
e The “SZTP Server” The

The SBI is a RESTCONF RFC 8040 based API that implements the “ietf-sztp-bootstrap-server” YANG
module. See Section 7 of RFC 8572 for details.

See the Southbound API Details section in this guide for more information about the southbound inter-
face.
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3 Getting Started

This section presents a few examples illustrating some “startup” interactions with SZTPD. These ex-
amples assume SZTPD’s NBI is listening on its default address and port: 127:0.0.1:8080. For more
information about SZTPD’s defaults, see the [Factory Defaults] section in the SZTPD Installation Guide.

To run a fresh instance of SZTPD, in one window, run the following command:

$ sztpd sqlite:///:memory:

After answering “Yes” to accept the “Non-production Use” contract, there will be no more output to the
screen. Press ~C, or send any signal other than SIGHUP to the process, to cause SZTPD to gracefully
exit.

These examples use the ubiquitous ‘curl’ command line utility program for illustration purposes only. It
is expected that production code would use a programming language to achieve the same result.

The following subsections illustrate commands run from another window.

Warning! All of the following commands and responses were excuted/captured for this build of the
documentation using the current SZIPD server. Copy/pasting is expected, but please be advised
that, at least in the PDF version of the documentation, the hyphen and the single— and double—
quote characters are incorrectly converted from plain ASCII to their "fancy” UTF-8 equivalents.
They must be converted back to their ASCII forms for these SHELL scripts to run.

3.1 Standard Startup Interactions
The following subsections describe interactions that are somewhat typical for RESTCONF clients.

3.1.1 Fetching Host-meta

SZTPD inherits how to fetch host-meta from YANGcore. Please see the “Fetching Host-meta” section
in the YANGcore User Guide for details.

SZTPD’s host-meta is the same as YANGecore’s host-meta.

3.1.2 Fetching the RESTCONF Root Resource

SZTPD inherits how to fetch the RESTCONF root resource from YANGcore. Please see the “Fetching
the RESTCONF Root Resource” section in the YANGcore User Guide for details.

SZTPD’s Root Resource is the same as YANGcore’s Root Resource (i.e., “/restcont”).

3.1.3 Fetching the YANG Library

SZTPD inherits how to fetch the YANG Library from YANGcore. Please see the “Fetching the YANG
Library” section in the YANGcore User Guide for details.

SZTPD’s YANG Library is a superset of the YANGcore YANG Library. A full listing of the SZTPD’s
YANG Library is in NBI YANG Library.
3.1.4 Get the Default Configuration

SZTPD inherits how to get the default configuration from YANGcore.
Please see the “Get the Default Configuration” section in the YANGcore User Guide for details.

SZTPD’s default configuration is the same as YANGcore’s default configuration.

3.1.5 Configure a User

SZTPD inherits how to configure users from YANGcore. Please see the “Configure a User” section in
the YANGcore User Guide for details.

SZTPD does not modify any aspect of YANGcore’s authentication or authorization mechanisms.
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3.2 Prep for Bootstrapping Examples
3.2.1 Set Baseline Configuration

As is described in the YANGcore User’s Guide, using individual commands, such as described above,
can be tedious. In general, RESTCONF allows any node in the data tree to be replaced, i.e., with a
PUT command. This ability applies to the root ‘/’ node as well and, in so using, enables the whole
configuration to be set in a single command.

This example illustrate the whole configuration being set using a single PUT command. The goal of this
configuration is to quickly set a baseline for subsequent examples. This baseline:

o configures TLS on both the NBI and SBI, using keys placed in the Keystore.

e puts a trust anchor into the Truststore to validate bootstrapping devices.

e defines a device type that defines how to validate bootstrapping device certificates.

e defines a device for the aforementioned device-type and defines an authentication code.

Be mindful that, s described in the YANGcore User Guide, because this request modifies the server’s
interfaces, the server will be momentarily unavailable while it restarts.

For running code, please see the Simulator code.

This section uses scripts to generate its contents. These scripts use a PKI that has been instantiated
as “pki” in the current directory. This ‘pki’ directory is the same as that in the Simulator code. These
scripts could be run out of that directory, after creating an empty directory called “output”.

Request:

NOTE: '\' line wrapping per RFC 8792
#!/bin/bash
TEMPDIR="mktemp —d"*

# NBI Port

NBL PORT=8443

NBI PRI KEY B64="openssl enc —base64 —A —in pki/sztpdl/nbi/end—entity /private key.der"

NBL PUB_KEY B64='openssl enc —base64 —A —in pki/sztpdl/nbi/end—entity /public_key.der"

cat pki/sztpdl/nbi/end—entity /my_cert.pem pki/sztpdl/nbi/intermediate2/my_cert.pem > $TEMPDIR/cert_chain.pem
openssl crl2pkes7 —nocrl —certfile $TEMPDIR/cert_ chain.pem —outform DER —out $TEMPDIR/cert_ chain.cms
NBI_EE_CERT B64='openssl enc —base64 —A —in $TEMPDIR/cert_ chain.cms®

# SBI Port

SBI PORT=9443

SBI PRI KEY B64='openssl enc —base64 —A —in pki/sztpdl/sbi/end—entity /private_key.der"

SBI PUB _KEY B64="openssl enc —base64 —A —in pki/sztpdl/sbi/end—entity /public_key.der®

cat pki/sztpdl/sbi/end—entity /my cert.pem pki/sztpdl/sbi/intermediate2/my cert.pem > $TEMPDIR/cert chain.pem
openssl crl2pkes7 —nocrl —certfile $TEMPDIR/cert_ chain.pem —outform DER —out $TEMPDIR/cert_chain.cms

SBI EE CERT B64="openssl enc —base64 —A —in $TEMPDIR/cert_chain.cms’

# client cert (DevID) trust anchor

cat pki/client/root—ca/my_cert.pem pki/client/intermediatel/my cert.pem pki/client/intermediate2/my_cert.pe\
m > $TEMPDIR/ta_ cert_ chain.pem

openssl crl2pkes7 —nocrl —certfile $TEMPDIR/ta_ cert_ chain.pem —outform DER —out $TEMPDIR/ta_ cert_chain.cms
CLIENT CERT TA B64='openssl enc —base64 —A —in $TEMPDIR/ta_ cert_chain.cms’

# initialize body for the PUT request
cat << BOM > $TEMPDIR/running. json

7ietf—restconf—server:restconf—server”: {
7listen”: {
”endpoints”: {
7endpoint”: [
{
”"name”: "native—interface”
?yangcore:use—for”: ”yangcore:native—interface”
"https”: {
?tcp—server—parameters”: {
”local—bind”: [
”local—address”: 7127.0.0.17,
”local—port”7: $NBL PORT
}
]
e
7tls—server—parameters”: {
?server—identity 7: {
certificate”
?central—keystore—reference”: {
”asymmetric—key”: ”nbi—server—end—entity—key”
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"certificate”: "nbi—server—end—entity—cert”

"name”: "rfc8572—interface”,

?yangcore:use—for”: ”sztpd:rfc8572—interface”,
"https”: {
?tcp—server—parameters”: {

”local—bind”: |

”local—address”: 7127.0.0.17,
”local—port”: $SBL_PORT

]
}

)
”tls—server—parameters”: {
?server—identity ”7: {
7certificate” : {
”central—keystore—reference”: {
?asymmetric—key”: ”sbi—server—end—entity—key”,

?certificate”: ”"sbi—server—end—entity—cert”

g
”client—authentication”: {
7ca—certs”: {
7?central—truststore—reference”: "my-device—identity—ca—certs”

}
s
”yangcore: preferences ”: {
”authentication”: {
?internal—authenticator”: {
?passwords—allowed ”: {}
}

}
}

,
Vyangcore: users”: {
Puser”: |
”login”: "my-admin”,
”email—address”: “my-admin@example.com”,
”authentication”:

?password—based ”:
?password”: 7\ $0\$my—secret”
}

)

Yauthorization”: {
unrestricted”: [null]

}

]

etf—keystore:keystore”: {

}

” i

7asymmetric—keys”: {
”asymmetric—key ”: [
{
"name”: ”nbi—server—end—entity—key”,
?public—key—format”: ”ietf—crypto—types:subject—public—key—info—format”,

”?public—key”: ”$NBL PUB_KEY_ B64”,
?private—key—format”: "ietf—crypto—types:ec—private—key—format”,
?cleartext—private—key”: "$NBL PRI KEY_ B64”,
7certificates”: {
7certificate”: |

”"name”: "nbi—server—end—entity—cert”,
?cert—data”: "$NBL EE CERT B64”

e

“name”: ”sbi—server—end—entity—key”,

?public—key—format”: ”ietf—crypto—types:subject—public—key—info—format”,
”?public—key”: ”$SBL_PUB_KEY_ B64”,

?private—key—format”: "ietf—crypto—types:ec—private—key—format”,

?cleartext—private—key”: "$SBL PRI KEY B64”,
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7certificates”: {
7certificate”: |

?name”: ”sbi—server—end—entity—cert”,
?cert—data”: "$SBI_EE CERT B64”
}
]
}
}
]
}
e
7ietf—truststore:truststore”: {

7certificate—bags”: {
?certificate—bag”: [

"name”: ”"my-device—identity—ca—certs”,
?description”: "A set of TA certs used to authenticate device client certs.”,
Vcertificate”: |
{
"name”: "my-device—identity—ca—cert—circa —2020",

?cert—data”: "$CLIENT CERT TA B64”

}

7sztpd:device—types”: {
?device—type”: [

"name”: "my-device—type”,
7identity—certificates”: {
Vverification”: {
?central—truststore—reference”: {
7?certificate—bag”: "my-device—identity—ca—certs”,
"certificate”: "my-device—identity—ca—cert—circa —2020"
e
?serial—number—extraction”: "wn—x509—c2n:serial—number”
}
| }
e
7sztpd:devices”: {
7device”: [
”serial—number”: “my-serial—number”,
?device—type”: "my-device—type”,
7activation—code”: ”\$0\$my—secret”
b
]
)
?sztpd :conveyed—information”: {
¥
b
EOM

# PUT running
curl —isf —X PUT —data @TEMPDIR/running.json —H ”Content—Type: application/yang—data+json” http://127.0.0.\
1:8080/restconf/ds/ietf—datastores:running > output/put_whole_config.out
if [[ 87 != 0 ]]; then
echo ”curl returned an error”
exit 1
fi

# remove temp dir

rm —rf ”$TEMPDIR”

Response:

HITP/1.1 204 No Content
Date: Wed, 22 Jan 2025 07:16:17 GMT
Server: <redacted>

3.2.2 Give Server time to restart

Since this change modifies the “/restconf-server” tree, the SZTPD instance sends a SIGHUP to itself,
thus causing it to reload the configuration and re-open listening ports per configuration.

SZTPD takes a few seconds to reload with a relatively empty configuration. Once sufficient time has
elapsed (a few seconds), the configured ports will be available.
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3.2.3 Simulate Device Trying to Get Bootstrapping Data

This example illustrates the response given to a bootstraping device before it has been configured to
return a specific kind of response.

This command fails because no “responses” have been configured for the device on the server. Note that
error code 404 is used to indicate that the device may try again.

One thing new/interesting about this example is that it uses XML. The SBI supports both JSON and
XML.

Request:

NOTE: '\' line wrapping per RFC 8792

#!/bin/sh

# get a temp dir
TEMPDIR="mktemp —d"

# initialize the 'input' node for the RPC
cat << HOM > $TEMPDIR/input .xml
<input xmlns="urn:ietf:params:xml:ns:yang:ietf—sztp—bootstrap—server”>
<hw—model>model—x< /hw—model>
<os—name>vendor—os</os—name>
<os—version >17.3R2.1< /os—version>
<nonce>BASE4VALUE=</nonce>
</input>
BEOM

# POST 'input' for the ”get—bootstrapping—data” RPC resource

curl —isf —X POST —data @STEMPDIR/input.xml —H ”Content—Type: application /yang—datatxml” —H ”Accept:applica\
tion /yang—datatxml” —cacert sbi_trust_chain.pem —key pki/client/end—entity/private key.pem —cert pki/cli\
ent/end—entity /my_ cert.pem —user my-serial-—number:my-secret https://127.0.0.1:9443/restconf/operations/iet\
f—sztp—bootstrap—server: get—bootstrapping—data > output/rpc_get bootstrapping data_1.out

if [[ 2 =0 ]]; then
echo ”curl succeeded?!”
exit 1

fi

# line—return needed for markdown
echo 7” >> output/rpc_get bootstrapping data_1.out

# remove temp dir

rm —rf $TEMPDIR

Response:

HITP/1.1 404 Not Found

Content—Type: application/yang—datatxml; charset=utf—8
Content—Length: 359

Date: Wed, 22 Jan 2025 07:16:22 GMTI

Server: <redacted>

3.3 Testing a Redirect Response

To configure a “redirect” response, first configure the ‘/bootstrapping-servers’ node to define a bootstrap-
server that a bootstrapping device is to be redirected too. The configured ‘bootstrap-server’ definition
is referenced in the subsequent steps. Note that the ‘trust-anchor’ node’s value is replaced by a variable.
While this example shows just one bootstrap server being configured, any number of bootstrap servers
may be configured, either in this step on anytime later.

3.3.1 Defining a Bootstrap Server
Request:

NOTE: '\' line wrapping per RFC 8792

#!/bin/sh

# get a temp dir
TEMPDIR="mktemp —d"

# generate values for placeholders
cat pki/sztpd2/sbi/root—ca/my_cert.pem pki/sztpd2/sbi/intermediatel/my_cert.pem > cert_ chain.pem
openssl crl2pkes7 —nocrl —certfile cert_ chain.pem —outform DER —out cert_ chain.cms
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BOOTSVR_TA CERT B6&'openssl enc —base64 —A —in cert_ chain.cms®

# initialize body for the POST request
cat << BOM > $TEMPDIR/bootstrap—servers.json

{
?sztpd:bootstrap—servers”: {
”bootstrap—server 7: |
{
"name”: "my-bootstrap—server”,
”address”: 7127.0.0.17,
?port”: 9443,
”trust—anchor”: "$BOOTSVR_TA CERT B&”
}
]
}
}
EOM

# POST 'bootstrap—servers' to running
curl —isf —X POST —data @STEMPDIR/bootstrap—servers.json —H ”Content—Type: application/yang—data+json” —ca\
cert nbi_trust_chain.pem —user my-admin:my-secret https://127.0.0.1:8443/restconf/ds/ietf—datastores:runni\
ng/sztpd:conveyed—information > output/post_bootstrap servers.out
if [[ $7 != 0 ]]; then
echo ”curl returned an error’
exit 1
fi

3

# remove temp dir

rm —rf $TEMPDIR

Response:

HITP/1.1 201 Created
Content—Length: 0

Date: Wed, 22 Jan 2025 07:16:23 GMT
Server: <redacted>

3.3.2 Defining a Redirect Response

Configure the ‘/responses’ node. Configure a ‘redirect-response’ indicating that the device is to be
redirected to ‘my-bootstrap-server’. Whilst this example shows just one bootstrap-server listed, an
ordered list of bootstrap servers may be configured.

Request:

NOTE: '\' line wrapping per RFC 8792
#!/bin/sh

# get a temp dir
TEMPDIR="mktemp —d"

# initialize body for the POST request
cat << HOM > $TEMPDIR/responses. json

7sztpd:responses”: {
7"redirect—response”: |

"name”: "my-redirect—information”,
?redirect—information”: {
”bootstrap—server”: |
"my—-bootstrap—server”
]

}
EOM

# POST 'responses' to running
curl —isf —X POST —data @STEMPDIR/responses.json —H “Content—Type: application/yang—data+json” —cacert nbi\
_ trust_ chain.pem —user my-admin:my—secret https://127.0.0.1:8443/restconf/ds/ietf—datastores:running > out\
put/postiresponses.out
if [[ $7 != 0 ]]; then

echo ”"curl returned an error”

exit 1
fi

# remove temp dir

rm —rf $TEMPDIR
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Response:

HITP/1.1 201 Created
Content—Length: 0

Date: Wed, 22 Jan 2025 07:16:23 GMTI
Server: <redacted>

3.3.3 Configuring Device to Return the Redirect Response

Configure the ‘response-manager’ node inside the ‘my-serial-number’ device object to return the “my-
redirect-information” respsonse. Note that a catch-all rule (i.e., one without any ‘match-criteria’ defined)
tells STZPD to always return this response to this device.

Request:

NOTE: '\' line wrapping per RFC 8792

#!/bin/sh

# get a temp dir
TEMPDIR="mktemp —d"

# initialize body for the POST request
cat << BOM > $TEMPDIR/response—manager. json

”sztpd : response—manager”: {
”matched—response”: |

{
?name”: ”catch—all—response”,
“response”: {
”conveyed—information”: {
?via—redirect—response”: {
?reference”: "my-redirect—information”
}
}
}
b
]
}
}
FOM

# POST 'response—manager' to *xdevicex
curl —isf —X POST —data @QSTEMPDIR/response—manager.json —H ”Content—Type: application /yang—datatjson” —cac\
ert nbi_trust_chain.pem —user my-admin:my-secret https://127.0.0.1:8443/restconf/ds/ietf—datastores:runnin\
g/sztpd:devices/device=my—serial —number > output/post_response manager.out
if [[ $7 != 0 ]]; then

echo ”curl returned an error”

exit 1
fi

# remove temp dir

rm —rf $TEMPDIR

Response:

HITP/1.1 201 Created
Content—Length: 0

Date: Wed, 22 Jan 2025 07:16:23 GMT
Server: <redacted>

3.3.4 Simulate Device Getting Redirect Information

Accessing the ‘get-bootstrapping-data’ RPC on the SBI again, now it works. Note that the SBI supports
both JSON and XML.

Request:

NOTE: '\' line wrapping per RFC 8792

#!/bin/sh

# get a temp dir
TEMPDIR="mktemp —d"

# initialize the 'input' node for the RPC

cat << HOM > $TEMPDIR/input .xml

<input xmlns="urn:ietf:params:xml:ns:yang:ietf—sztp—bootstrap—server”>
<hw—model>model-x< /hw—model>
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<os—name>vendor—os</os—name>
<os—version >17.3R2.1< /os—version>
<nonce>BASEMVALUE=</nonce>
</input>
BOM

# POST 'input' for the ”get—bootstrapping—data” RPC resource

curl —isf —X POST —data @STEMPDIR/input.xml —H ”Content—Type: application/yang—datatxml” —H ”Accept:applica\
tion /yang—datatxml” —cacert sbi_trust chain.pem —key pki/client/end—entity/private key.pem —cert pki/cli\
ent/end—entity /my_cert.pem —user my-serial-—number:my-secret https://127.0.0.1:9443/restconf/operations/iet\
f—sztp—bootstrap—server: get—bootstrapping—data > output/rpc_get bootstrapping data_2.out

if [[ $7 != 0 ]]; then
echo ”curl returned an error”
exit 1

fi

# line—return needed for markdown
echo ”” >> output/rpc_get bootstrapping data_2.out

# remove temp dir

rm —rf $TEMPDIR

Response:

NOTE: '\' line wrapping per RFC 8792

HITP/1.1 200 OK

Content—Type: application/yang—datatxml; charset=utf—8
Content—Length: 2845

Date: Wed, 22 Jan 2025 07:16:23 GMI'

Server: <redacted>

<?xml version=71.0" 7>
<output xmlns="urn:ietf:params:xml:ns:yang:ietf—sztp—bootstrap—server”>
<conveyed—information>MITH3wYLKoZIhveNAQkQASqggefOBITHyjw,/eG1sTHZlenNpb249TjEuM ClgPz4K PHJZGlyZWNOLWiZm9\
ybWF0aW9ulHhtbG5zPSJ1cm46aW VOZjpwY XJhbXM6eG1sOmb5zOnlhbmc6aW V0ZilzenRwLWNvbnZleW VKL WIuZm8iPgogIDxib290c3Ry Y X\
Atc2VydmVyPgoglCAgPGFkZHJIc3VHMTIZLjAuMC4xPCIhZGRyZXNzPgogl CAgPHBvenQ+OTQOMzwvcG9ydDAKICAgIDx0cnVzdC1hbmNob\
3 I+TUIJRKR3WUpLb1pJaHZj TKFRYONvSUIGQURDQO0JQAONBUUV4AQURBTEJna3Foa2lHOX cwQkJ3R2dnZ1RrTUJQ1dqQONBZitnQXdJQkFn\
SUJBVEFLQmdncWhrak9QUVFEQWpCMU1Rc3dDUVIEVIFRROV3SIXREVKTUJZROExVUVDQXdVVFIrZ1UzUmhkR1VnYjNJZ1VISnZkbWx1WTJ\
VeEdEQVACZ05WQKEVTUQwWMTVIRTIEWIGAWEYcGhkR2x2YmpFUUIBNEABMV VFQ3d3SFRYa2dWVzVwZERF Yk1Ca0dBMV VFQXd3U2MySnBMMO\
58Y25abGNpOXIMjkwTFdOaE1DQVhEVEKXTURFeUlqQTNNVFUTVZvWURGazVPVGHATWpNeE1q TTFPVFU1V2pCMUIRc3dDUVIEVIFRROV3S\
IXREVKTUJZROEXVUVDQXdVVFhrZ1UzZUmhkR1VnYjNJZ1VISnZkbWx1WTJVeEdEQVACZ0sWQKFVIUQWMTVIRTIEWjIGAWE Y cGhkR2x2YmpF'\
UU1BNEdBMVVFQ3d3SFRYa2dWVzVwZERFYk1Ca0dBMVVFQXd3U2MySnBMMO05sY 25abGNpOXIiMjkw TFEdOaE1 Ga3dFd11IS29aSXpgMENBUVI\
JS29aSXpgMERBUWNEUWddBRUxIVnNTMURCRKJXNENhRmVIRyIINHo2VEdSdEIBYkt5QXhPamRy VUJyMG45RjZiUjhhVUxzMFE dteE5 X cWZIdk\
01dmx0bTY0ZXZSOWtORnYyUGxYcXJhTitNSHA3SFFZRFZSMEICQIFRkt2eEU3VCILbmIhSnlJT1hBM2djVEJJOXhNUk1Bd0dBMVVKRXdJRR)\
k1BTUJBZjh3RGAZRFZSMFBBUUgvQKFRREFnRUANRDBHQTEFVZEh3UTINRFF3TXFBd29DNkdMR2gwZEhBNkx50OWpjbXd1WlhoaGJY QnNaUzVq\
YjwL1kyRTMkpw T250bGNuWmxjanB5 YJIEMEXxX TmhNQWIHQONxRINNNDICQU1DQTBrQU1IFWUNJUURKbEX3ZWM5eXZFMKFNQVhOcidySFQ\
ydEtkM1MRmw1S1VrSzIITW5IY 1IN3SWhBSmVEQmgvNIFDQTVvY2tBN21ZUUp4dkVraFd3NWI1JT1JQenVBSEYrcFNjUE1JSUNnakNDQWIpZ0\
F3SUJBZOICQWpBS0InZ3Foa2pPUFFRREFqQIFNUXN3QIFZRFZRUUJFdOpZVORFZE1Cc0dBMV VFQOF3VVRYa2dVM1JoZEAVZ2IzSWAVSEpP2Z\
GlsdVky VXhHREFXQmdOVkJBbOIEMDEISUUSeVoyRnVhWHB0ZEdsdmJgRVENQTRHQTFVRUN3dOhUWGtnViclcGRERWINQmtHQTFVRUF3dINj\
Mkpw TDNObGNuWmxjaTI5 Y ISMEXX TmhNQOFYRFRIMU1ERXINakEZTVR ZeE1Wb1IEems1 T1RreE1q TXhNakOxX TIRVNVdqQjdNUXN3QIFZRFZ\
RUUdFdOpZVORFZE1Cc0dBMV VFQUF3VVRYa2dVM1JoZEdVZ2IzSWdVSEp2ZG1sdVky VXhHREFX QmdOVkJBbO1EMDE1SUU5¢VoyRnVhWHB0oZE\
dsdmJgRVFNQTRHQTFVRUN3dOhUWGtnViclecGRERWhNQjhHQTEFVRUF3d1jMkpw TDNObGNuWnxja Tlw Y m5SbGNtMWxaR2x0ZEdVeE1Ga3dFd\
11IS29aSXpgMENBUV1JS29aSXpqMERBUWNEUWdBRXRrWGV CcE05bVIGeXZ0RkZi YkJ5a0cv VX JOcmJYREArZGJ5U1R 1bWxzaWNTQO056UGVh\
KOZWVWNDaDF4Q2cxVKExMm5SpLOSWZnEF6 TV A4WIIFUEQOQ1pLTOJVRENCHIRBZEInTIZIUTRFRmdRVWivUDexV3gre VINmIRaVEAMDByWDd\
BY2M5d3dId1IEVIIwakJCZ3dGbOFVeSIFVHRQOHFISmIuSWel YORIQnhORWozRXhFdORBWURWUBUQKFVAOF3RUIvekFPQmAOVKhROEJBZ;j\
hFQKFNQOFRWXdQUVIEVIwWZkJEWXdOREF5b0RDZ0xvWXNhSFIwY 0Rvdkwy TnliQzVsZUdGAdGNHeGxMbU52Y1Q5allUMXpZbWs2YzJWeWRtV\
nlPbkp2YjNRAFkyRXdDZ11J529aSXpgMEVBAOIEUOFBd1JRSWhBTi94ZDhpbDFMVTh2SzRVbktFVGU3UmMFQTVIZd2dPUmY3QId1Y 1ljcUpw\
WkFpQjZ2eUNINnJwUGIIc0Z4dF JqYmJ1QmIFSFAMQKNFVKFBV]F0SII6b3ZPTKkRF QTwvdHJ1c3QtY W5jaG9yPgogIDwvYmIvdHNOcmEFwLXN\
lenZ1cjdAKPC9yZWRpemVjdClpbmZvem1hdGlvbj4K< /conveyed—information>
</output>

3.3.5 Delete Redirect Information

Now delete the configuration from the previous three steps to get back to clean baseline, in preparation
for the upcoming [Configuring an Onboarding Response| section.

Note that the configuration is removed in the reverse order to avoid SZTPD throwing a validation error
due to dangling references.

Request:

NOTE: '\' line wrapping per RFC 8792

#!/bin/sh
# These are removed in opposite order to avoid dangling reference validation errors.
curl —isf —X DELETE —cacert nbi_trust_chain.pem —user my-admin:my—-secret https://127.0.0.1:8443/restconf/\

ds/ietf—datastores:running/sztpd:devices/device=my—serial —number/response—manager > output/delete redirect_\
info.out
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if [[ $7 != 0 ]]; then
echo ”"curl returned an error”
exit 1

fi

curl —isf —X DELETE —cacert nbi_trust_chain.pem —user my-admin:my—secret https://127.0.0.1:8443/restconf/\
ds/ietf—datastores:running/sztpd:responses >> output/delete_redirect_info.out
if [[ $7 != 0 ]]; then
echo ”"curl returned an error”
exit 1
fi

curl —isf —X DELETE —cacert nbi_trust_ chain.pem —user my-admin:my-secret https://127.0.0.1:8443/restconf/\
ds/ietf—datastores:running/sztpd:conveyed—information/bootstrap—servers >> output/delete_redirect__info.out
if [[ $7 != 0 ]]; then

echo ”curl returned an error”

exit 1
fi

Response:

HITP/1.1 204 No Content
Date: Wed, 22 Jan 2025 07:16:23 GMTI'
Server: <redacted>

HITP/1.1 204 No Content
Date: Wed, 22 Jan 2025 07:16:23 GMI'
Server: <redacted>

HITP/1.1 204 No Content
Date: Wed, 22 Jan 2025 07:16:23 GMT
Server: <redacted>

3.4 Testing an Onboarding Response
3.4.1 Defining a Boot Image

First configure information about a hypothetical “boot-image.img” the device should be running:

Request:

NOTE: '\' line wrapping per RFC 8792
#!/bin/sh

# get a temp dir
TEMPDIR="mktemp —d"

# initialize body for the POST request

dd if=/dev/urandom of=$TEMPDIR/my-boot—image.img bs=64k count=1 >> /dev/null 2>&1

BOOT IMG HASH VAI="openssl dgst —sha256 —c $TEMPDIR/my—boot—image.img | awk '{print $2}'°
cat << HOM > $TEMPDIR/boot—images. json

”sztpd :boot—images”: {
”"boot—image”: |

{
“name”: “my-boot—image.img”,
”os—name”: “FooBarOS”,
”os—version”: 71.2.37,
?download—uri”: [ ”https://example.com/my-boot—image.img” ],
?image—verification”: |
”hash—algorithm”: ”ietf—sztp—conveyed—info:sha—256",
"hash—value”: "$BOOT _IMG_HASH VAL”
}
]
b
]
}
}
BOM

# POST 'boot—images' to running
curl —isf —X POST —data @QSTEMPDIR/boot—images. json —H ”Content—Type: application/yang—data+json” —cacert n\
bi_trust_ chain.pem —user my-admin:my-secret https://127.0.0.1:8443/restconf/ds/ietf—datastores:running/szt\
pd:conveyed—information > output/post_boot_images.out
if [[ $7 != 0 ]]; then

echo ”curl returned an error”

exit 1
fi
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# remove temp dir

rm —rf $TEMPDIR

Response:

HITP/1.1 201 Created
Content—Length: 0

Date: Wed, 22 Jan 2025 07:16:24 GMTI'
Server: <redacted>

3.4.2 Defining Pre- and Post- Configuration Scripts

Configure information about the “pre” and “post” scripts the device should run. This example shows the
scripts are ‘bash’ scripts, but the scripts may be any executable supported by the bootstrapping device.

Request:

NOTE: '\' line wrapping per RFC 8792

#!/bin/sh

# get a temp dir
TEMPDIR="mktemp —d"

# encode a pre—configuration script
cat << BOM > $TEMPDIR/my—pre—configuration—script

#/bin/bash
echo ”inside the pre—configuration—script...”
BOM

PRE_SCRIPT B64='openssl enc —base64 —A —in $TEMPDIR/my—pre—configuration—script

# encode a post—configuration script
cat << HOM > $TEMPDIR/my—post—configuration—script

#/bin /bash
echo ”inside the post—configuration—script...”
EOM

POST_SCRIPT B64="openssl enc —base64 —A —in $TEMPDIR/my—post—configuration—script®

# initialize body for the POST request
cat << BOM > $TEMPDIR/scripts. json

{
Vsztpd:scripts”: {
?script 7: |
{
name”: “my-pre—configuration—script”,
"type”: "PRE-CONFIG”,
?code”: ”$PRE_SCRIPT B64”
¥
{
’name”: “my-post—configuration—script”,
7type”: "POST-CONFIG”,
?code”: ”$POST_SCRIPT B64”
}
]
}
}
FOM

# POST 'scripts' to running
curl —isf —X POST —data @STEMPDIR/scripts.json —H ”"Content—Type: application/yang—datatjson” —cacert nbi_t\
rust_ chain.pem —user my-admin:my—secret https://127.0.0.1:8443/restconf/ds/ietf—datastores:running/sztpd:c\
onveyed—information > output/post_scripts.out
if [[ $7 != 0 ]]; then

echo ”"curl returned an error”

exit 1
fi

# remove temp dir

rm —rf $TEMPDIR

Response:

HITP/1.1 201 Created
Content—Length: 0

Date: Wed, 22 Jan 2025 07:16:24 GMTI'
Server: <redacted>
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3.4.3 Defining a Configuration for Bootstrapping Devices

Set the device-specific configuration the device should run. The example configuration is nonsensical,
but note that it is encoded in XML because, presumably, this device’s native configuration is in XML.
The configuration may be encoded in any format knwon to the device.

Request:

NOTE: '\' line wrapping per RFC 8792

#!/bin/sh

# get a temp dir
TEMPDIR="mktemp —d"

# initialize body for the POST request
cat << HOM > $TEMPDIR/my—configuration
<top xmlns="https:/example.com/config”>
<any—xml—content—okay/>
</top>
HOM
CONFIG_B64="openssl enc —base64 —A —in $TEMPDIR/my—configuration®

cat << HOM > $TEMPDIR/configurations.json

{
”sztpd:configurations”: {
?configuration”: |
name”: “my—configuration”,
”handling”: ”merge”,
?config—data”: "$CONFIG_B64”
}
]
¥
¥
EOM

# POST 'configurations.json' to running
curl —i —X POST —data @STEMPDIR/configurations.json —H ”Content—Type: application/yang—data+tjson” —cacert \
nbi_trust_chain.pem —user my-admin:my-secret https://127.0.0.1:8443/restconf/ds/ietf—datastores:running/sz\
tpd:conveyed—information > output/post_configurations.out
if [[ $7 != 0 ]]; then

echo ”"curl returned an error”

exit 1
fi

# remove temp dir

rm —rf $TEMPDIR

Response:

HITP/1.1 201 Created
Content—Length: 0

Date: Wed, 22 Jan 2025 07:16:24 GMT
Server: <redacted>

3.4.4 Defining an Onboarding Response

Configure an “onboarding-response” referencing all of the above:

Request:

NOTE: '\' line wrapping per RFC 8792

#!/bin/sh

# get a temp dir
TEMPDIR="mktemp —d*

# initialize body for the POST request
cat << HOM > $TEMPDIR/responses . json

7sztpd:responses”: {
» ; » .
onboarding—response”: |

”name”: “my-onboarding—information”,

?onboarding—information”: {
”boot—image”: ”my-boot—image.img”,
?pre—configuration—script”: ”"my—pre—configuration—script”,
”?configuration”: "my-configuration”,
?post—configuration—script ”: ”"my—post—configuration—script”
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}
EOM

# POST 'responses' to running
curl —isf —X POST —data @QSTEMPDIR/responses.json —H “Content—Type: application/yang—data+tjson” —cacert nbi\
_ trust_ chain.pem —user my-admin:my—secret https://127.0.0.1:8443/restconf/ds/ietf—datastores:running > out\
put/post_responses_ 2.out
if [[ $7 != 0 ]]; then

echo ”"curl returned an error”

exit 1
fi

# remove temp dir

rm —rf $TEMPDIR

Response:

HITP/1.1 201 Created
Content—Length: 0

Date: Wed, 22 Jan 2025 07:16:24 GMT
Server: <redacted>

3.4.5 Configuring Device to Return the Onboarding Response

Configure the ‘response-manager’ node inside the ‘my-serial-number’ device object to return the “my-
onboarding-information” respsonse. Note that a catch-all rule (i.e., one without any ‘match-criteria’
defined) tells STZPD to always return this response to this device.

Request:

NOTE: '\' line wrapping per RFC 8792

#!/bin/sh

# get a temp dir
TEMPDIR="mktemp —d*

# initialize body for the POST request
cat << HOM > $TEMPDIR/response—manager. json

”sztpd : response—manager”: {
?matched—response”: |

"name”: ”catch—all—response”,
7response”: {
”conveyed—information”: {
?via—onboarding—response”: {
?reference”: “my-onboarding—information”
}
}
}
}
]
}
}
EOM

# POST 'response—manager' to kxdevicex
curl —isf —X POST —data @QSTEMPDIR/response—manager. json —H ”"Content—Type: application /yang—datatjson” —cac\
ert nbi_trust_chain.pem —user my-admin:my-secret https://127.0.0.1:8443/restconf/ds/ietf—datastores:runnin\
g/sztpd:devices/device=my—serial —number > output/post_response manager_2.out
if [[ $7 != 0 ]]; then

echo ”"curl returned an error”

exit 1
fi

# remove temp dir

rm —rf $TEMPDIR

Response:

HITP/1.1 201 Created
Content—Length: 0

Date: Wed, 22 Jan 2025 07:16:24 GMT
Server: <redacted>
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3.4.6 Simulate Device Getting Onboarding Information

Note that the SBI supports both JSON and XML.
Request:

NOTE: '\' line wrapping per RFC 8792

#!/bin/sh

# get a temp dir
TEMPDIR="mktemp —d"

# initialize the 'input' node for the RPC
cat << BOM > $TEMPDIR/input .xml
<input xmlns="urn:ietf:params:xml:ns:yang:ietf—sztp—bootstrap—server”>
<hw—model>model—x< /hw—model>
<os—name>vendor—os</os—name>
<os—version >17.3R2.1< /os—version>
<nonce>BASEM4VALUE=</nonce>
</input>
EOM

# POST 'input' for the ”get—bootstrapping—data” RPC resource

curl —isf —X POST —data @QSTEMPDIR/input.xml —H ”Content—Type: application/yang—datatxml” —H ”Accept:applica\
tion /yang—datatxml” —cacert sbi_trust_chain.pem —key pki/client/end—entity/private_key.pem —cert pki/cli\
ent/end—entity /my cert.pem —user my-serial-number:my-secret https://127.0.0.1:9443/restconf/operations/iet\
f—sztp—bootstrap—server: get—bootstrapping—data > output/rpc_get bootstrapping data_3.out

if [[ $7 != 0 ]]; then
echo ”curl returned an error”
exit 1

fi

# line—return needed for markdown
echo 7”7 >> output/rpc_get_bootstrapping data_ 3.out

# remove temp dir

rm —rf $TEMPDIR

Response:

NOTE: '\' line wrapping per RFC 8792

HITP/1.1 200 OK

Content—Type: application/yang—datatxml; charset=utf—8
Content—Length: 1649

Date: Wed, 22 Jan 2025 07:16:25 GMI'

Server: <redacted>

<?xml version=71.0" 7>
<output xmlns="urn:ietf:params:xml:ns:yang:ietf—sztp—bootstrap—server”>
<conveyed—information>MIEXgYLKoZIhveNAQkQASqgggRNBIIESTw/eG1sIHZ1cnNpb249[jEuM CIgPz4KPG9uYm9hcmRpbmctaW5s\
mb3JtYXRpb24geG1sbnM9IInVybjppZXRmOnBhemFtczpdbWw6bnM6eWFuZzppZXRmLXNGAHALY 29udmV5ZWQtaW5mbyHCiAgPGJvb3QtaW'\
1hZ2U+CiAgICA8b3MtbmFEtZT5Gb29CY X JPUzwvb3MtbmFtZT4KICAgIDxvey12ZX JzaW9uPjEuMidzPC9vcy12ZX JzaW9uPgogICAgPGRvd\
25sb2FKLX VyaT50dHRwczovL2V4Y W1wbGUuY29tL215LW Jvb3QtaW1hZ2UuaW 1nPC9kb3dubGOhZC11emkt+CiAgICA8aW1hZ2UtdmVyaWZp\
Y2F0aW9uPgogICAgICA8aGFzaClhbGdveml0aG0geGlsbnM6aWV0ZilzenRwLWNvbnZleW VKLWIuZm89InVybjppZXRmOnBhcmFtczpdbWw\
6bnMEeWFuZzppZXRmLXN6AHALY 29udmV5ZWQtaWsmbyHaW V0ZilzenRwLWNvbnZleW VKL W1luZm86c2hhLTI1NjwvaGFzaClhbGdveml0aG\
0+CiAgICAgIDx0Y XNoLXZhbHVIPjY00jc40jA50mVmOmM0OmMyOjNhOjRiOj VIOmFIOmRkOmU50kxOmE4Oj YxOj Y wOjc20mRiOj YyOjk50\
JE40jk00jE40;1hOjk20jE00jhmOjNiOmQz0jgzOmZmOjdIPCIoY XNoLXZhbHVIPgogICAgPCIpbWFnZS12ZX IpZmlj Y XRpb24+CiAgPC9i\
b290LWItY WdlPgogIDxwemUtY29uZmlnd X JhdGlvbilzY 3] pcHQ4SXk5aWFXNHZZbUZ6Y UF wbFkyaHZJQOpw Ym5OcFpHV WdkR2hsSUhCeVp\
TMWpiMjVtY VAKMWNtRjBhVzI1 TFhOamNtbHdkQzR1TGlISzwvcHIILWNvbmZpZ3VyY X Rpb24tc2NyaX BOPgogIDxjb25maWd1cmF0aW9uL W\
hhbmRsaW5nPm1lemdlPC9jb25maWd1lemF0aW9uLWhhbmRsaW5nPgogIDxjb25maWd1lemF0aW9uPIBIUnZjQ0I0Y1d4dWN6MGIhSFIw YOhNN\
kwyVjRZVzF3YkdVdVkyOXRMMk52Ym1acFp5SStDaUFnUEdGAWVTMTRIV3dOWTI5dWRHVNVKQzZE2Y TIGNUx6NEQQzkw YjNBKONnPTOSL2Nv\
bmZpZ3VyYXRpb24+CiAgPHBvc3QtY29uZmIndX JhdGlvbilzY 3JpcHQ+SXk5aWFXNHZZbUZEY UFwbEkyaHZJQOpwYm5O0cFpHV WdkR2hsSUD\
CdmMzUXRZMjl1 Wm1sbmRYSmhkR2x2YmkxelkzSnBjSFF1TGk0aUNnPTOSL3Bvc3QtY29uZmiIndX JhdGlvbilzY3JpcHQ+Cjwvb25ib2Fy ZG\
luZylpbmZvcm1hdGlvbjdK</conveyed—information>
</output>

3.4.7 Simulate Device Posting a Progress Report

In addition to RFC 8572 enabling a device to obtain bootstrapping data, it also enables a device to
report progress, enabling a bootstrap server to:

1) learn of any issues preventing bootstrapping from succeeding.
2) learn of any dynamically-generated SSH host keys and/or TLS certificates, such as may be needed
to authenticate the device via other protocols (e.g., NETCONF, RESTCONF, etc.)

Note that the SBI supports both JSON and XML.
Request:
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NOTE: '\' line wrapping per RFC 8792

#!/bin/sh

# get a temp dir
TEMPDIR="mktemp —d"

# initialize the 'input' node for the RPC
cat << HOM > $TEMPDIR/input .xml
<input xmlns="urn:ietf:params:xml:ns:yang:ietf—sztp—bootstrap—server”>
<progress—type>bootstrap—complete</progress—type>
<message>example message</message>
<ssh—host—keys>
<ssh—host—key>
<algorithm>ssh—rsa</algorithm>
<key—data>BASEGAVALUE=</key—data>
</ssh—host—key>
<ssh—host—key>
<algorithm>rsa—sha2—256</algorithm>
<key—data>BASEGAVALUE=</key—data>
</ssh—host—key>
</ssh—host—keys>
<trust—anchor—certs>
<trust—anchor—cert >BASEM4VALUE=</trust—anchor—cert>
</trust—anchor—certs>
</input>
EOM

# POST it to the ”report—progress” RPC resource

curl —isf —X POST —data @STEMPDIR/input.xml —H ”Content—Type: application/yang—datatxml” —cacert sbi_trust\
_ chain.pem —key pki/client/end—entity /private key.pem —cert pki/client/end—entity/my cert.pem —user my—s\
erial—number:my-secret https://127.0.0.1:9443/restconf/operations/ietf—sztp—bootstrap—server:report—progres\
s > output/rpc_report_progress.out

# cleanup
rm —f $TEMPDIR/input .xml

Response:

HITP/1.1 204 No Content
Date: Wed, 22 Jan 2025 07:16:25 GMTI'
Server: <redacted>

3.4.8 Delete Onboarding Information

Now delete all of the onboarding config to get back to baseline (not that it matters). Note that the
configuration is removed in the opposite order to avoid SZTPD throwing a validation error due to
dangling references.

Request:

NOTE: '\' line wrapping per RFC 8792
#!/bin/sh
# These are removed in opposite order to avoid dangling reference validation errors.

curl —isf —X DELETE —cacert nbi_trust_chain.pem —user my-admin:my—secret https://127.0.0.1:8443/restconf/\
ds/ietf—datastores:running/sztpd:devices/device=my—serial —number/response—manager > output/delete onboardin)
g_info.out
if [[ $7 != 0 ]]; then

echo ”"curl returned an error”

exit 1
fi

curl —isf —X DELETE —cacert nbi_trust_ chain.pem —user my-admin:my-secret https://127.0.0.1:8443/restconf/\
ds/ietf—datastores:running/sztpd:responses >> output/delete_onboarding info.out
if [[ $7? != 0 ]]; then
echo ”"curl returned an error”
exit 1
fi

curl —isf —X DELETE —cacert nbi_trust_chain.pem —user my-admin:my-secret https://127.0.0.1:8443/restconf/\
ds/ietf—datastores:running/sztpd:conveyed—information/boot—images >> output/delete_onboarding info.out
if [[ $7 != 0 ]]; then
echo ”curl returned an error”
exit 1
fi

curl —isf —X DELETE —cacert nbi_trust_ chain.pem —user my-admin:my-secret https://127.0.0.1:8443/restconf/\
ds/ietf—datastores:running/sztpd:conveyed—information/scripts >> output/delete_onboarding info.out

Copyright © 2019-2025 Watsen Networks. All Rights Reserved 18




SZTPD User’s Guide

if [[ $7 != 0 ]]; then
echo ”"curl returned an error”
exit 1

fi

curl —isf —X DELETE —cacert nbi_trust_chain.pem —user my-admin:my—secret https://127.0.0.1:8443/restconf/\
ds/ietf—datastores:running/sztpd:conveyed—information/configurations >> output/delete onboarding info.out
if [[ $7 != 0 ]]; then
echo ”"curl returned an error”
exit 1
fi

Response:

HITP/1.1 204 No Content
Date: Wed, 22 Jan 2025 07:16:25 GMT
Server: <redacted>

HITP/1.1 204 No Content
Date: Wed, 22 Jan 2025 07:16:25 GMT
Server: <redacted>

HITP/1.1 204 No Content
Date: Wed, 22 Jan 2025 07:16:25 GMT
Server: <redacted>

HITP/1.1 204 No Content
Date: Wed, 22 Jan 2025 07:16:25 GMT
Server: <redacted>

HITP/1.1 204 No Content
Date: Wed, 22 Jan 2025 07:16:25 GMT
Server: <redacted>

3.5 View Logs
3.5.1 View Device’s Bootstrapping Log

Notice how the “GET” on yang-library resource, and all of the ‘get-bootstrapping-data’ RPC requests,
and the ‘report-progress’ RPC request, from above all appear below.

Request:
NOTE: '\' line wrapping per RFC 8792
#!/bin/sh
curl —isf —H ”Accept:application/yang—data+tjson” —cacert nbi_trust_chain.pem —user my-admin:my—secret htt\

ps://127.0.0.1:8443/restconf/ds/ietf—datastores:operational/sztpd:devices/device=my—serial-—number/bootstrap\
ping—log > output/get bootstrapping log.out

if [[ $7 != 0 ]]; then
echo ”curl returned an error”
exit 1

fi

# FIXME: is YANGcore not having a closing LR?
echo 7\n” >> output/get_bootstrapping log.out

Response:

HITP/1.1 200 OK

Content—Type: application/yang—datat+json; charset=utf—8
Content—Length: 3841

Date: Wed, 22 Jan 2025 07:16:25 GMT

Server: <redacted>

?sztpd : bootstrapping—log”: {
”bootstrapping—log—record”: |

”timestamp”: 72025—01—22T07:16:22Z”,
”source—ip”: 7127.0.0.17,
”method”: "POST”,
?path”: ”/restconf/operations/ietf—sztp—bootstrap—server:get—bootstrapping—data”,
"return—code”: 404,
7error—returned ”: {

Vietf—restconf:errors”: {

Yerror”: |

{

”error—type”: ”application”,
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”error—tag”: “data—missing”,
» ». » . »
error—message”: "No responses configured.

: ]
T
7event—details”: {
”get—bootstrapping—data—event ”: {
?passed—input ”: {
”hw—model”: ”model—=x",
”os—name”: ”vendor—os”,
”os—version”: 7"17.3R2.17,

”?nonce”: "BASE64AVALUE="

)
”selected—response”: ”"no—responses—configured”

”timestamp”: ”2025—01—22T07:16:237Z”,

”source—ip”: 7127.0.0.17,

”method”: "POST”,

"path”: ”/restconf/operations/ietf—sztp—bootstrap—server:get—bootstrapping—data”,

”return—code”: 200,

”event—details”: {

?get—bootstrapping—data—event ”: {
?passed—input ”: {

”hw—model”: ”"model—=x",
”os—name”: ”vendor—os”,
”os—version”: ”17.3R2.17,
”nonce”: "BASEMAVALUE="

)
”selected—response”: "catch—all—response”,
?response—details 7: {
”managed—response ”: {
?conveyed—information”: {
?via—redirect—response”: {
referenced—definition”: "my-redirect—information”

”timestamp”: 72025—01—22T07:16:25Z”,
”source—ip”: 7127.0.0.17,
”method”: "POST”,
?path”: ”/restconf/operations/ietf—sztp—bootstrap—server:get—bootstrapping—data”,
”"return—code”: 200,
”event—details 7: {
?get—bootstrapping—data—event ”: {
?passed—input”: {
”hw—model”: "model—=x",
7os—name”: ”vendor—os”,
”os—version”: ”17.3R2.17,
”nonce”: "BASE64VALUE="
g
”selected—response”: ”catch—all—response”,
”response—details 7: {
“managed—response ”: {
?conveyed—information”: {
?via—onboarding—response”: {
7referenced—definition”: "my-onboarding—information”

”timestamp ”: 72025—01—22T07:16:25Z”,
”source—ip”: 7127.0.0.17,
”method”: "POST”,
?path”: ”/restconf/operations/ietf—sztp—bootstrap—server:report—progress”,
"return—code”: 204,
”event—details”: {
?report—progress—event ”7: {
”passed—input ”:
?progress—type”: “bootstrap—complete”,
”message”: “example message”,
”?ssh—host—keys”: {
”?ssh—host—key ”: |

”algorithm”: ”ssh—rsa”,
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"key—data”: "BASE64VALUE="

)

7algorithm”: ”rsa—sha2—256",
“key—data”: "BASHGAVALUE="
}
]
g
?trust—anchor—certs ”: {
?trust—anchor—cert ”: [
"BASE64VALUE="
]
}
1

?dynamic—callout ”: {
”"no—callout—configured ”: |
null

]
}

3.5.2 View YANGcore’s Audit Log

Notice how all the commands run above appear below. The audit log captures all interactions on both
the NBI (management) and SBI (bootstapping) interfaces. See the ‘get-bootstrapping-data’ and ‘report-
process’ log entries for examples of the SBI interactions.

Request:
NOTE: '\' line wrapping per RFC 8792
#!/bin/sh
# fetch data to file
curl —isf —H ”Accept:application/yang—datatjson” —cacert nbi_trust_chain.pem —user my-admin:my-secret htt\

ps://127.0.0.1:8443/restconf/ds/ietf—datastores:operational/yangcore:audit—log > output/get_audit_log.out

# ensure no error

if [[ $7? != 0 ]]; then
echo ”curl returned an error”
exit 1

fi

# FIXME: is YANGcore not having a closing LR?
echo 7\n” >> output/get_audit_log.out

Response:

NOTE: '\' line wrapping per RFC 8792

HITP/1.1 200 OK

Content—Type: application/yang—datatjson; charset=utf—8
Content—Length: 5824

Date: Wed, 22 Jan 2025 07:16:25 GMTI'

Server: <redacted>

{
?yangcore: audit—log”: {
7audit—log—record ”: |

”timestamp”: 72025—01—22T07:16:17Z”,
”source—ip”: 7127.0.0.17,

”host”: 7127.0.0.1:8080”,

”method”: "PUT”,

?path”: ”/restconf/ds/ietf—datastores:running”,
"outcome”: ”success”,
”comment”: ”No authorization required for fresh installs.”
b
{
7timestamp”: 72025—01—22T07:16:22Z”,
”source—ip”: 7127.0.0.17,
"host”: 7127.0.0.1:9443”,
”method”: ”POST”,
?path”: ”/restconf/operations/ietf—sztp—bootstrap—server:get—bootstrapping—data”,
”outcome”: ”success”
I
{
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~a—

e

e

"timestamp”: 72025—01—22T07:16:23Z”,

”source—ip”: 7127.0.0.17,

"host”: 7127.0.0.1:8443”,

”method”: "POST”,

?path”: ”/restconf/ds/ietf—datastores:running/sztpd:conveyed—information”,
”outcome”: ”success”

”timestamp”: 72025—01—22T07:16:23Z2”,
”source—ip”: 7127.0.0.17,

"host”: 7127.0.0.1:8443”,

”method”: "POST”,

"path”: ”/restconf/ds/ietf—datastores:running”,
”outcome”: ”success”

7timestamp”: 72025—01—22T07:16:23Z”,

”source—ip”: 7127.0.0.17,

"host”: 127.0.0.1:8443”,

”method”: "POST”,

?path”: ”/restconf/ds/ietf—datastores:running/sztpd:devices/device=my—serial—number”,
”outcome”: ”success”

"timestamp”: 72025—01—22T07:16:23Z”,

”source—ip”: 7127.0.0.17,

“host”: 7127.0.0.1:9443”,

”method”: "POST”,

?path”: ”/restconf/operations/ietf—sztp—bootstrap—server:get—bootstrapping—data”,
”outcome”: ”success”

”timestamp”: 72025—01—22T07:16:23Z2”,

”source—ip”: 7127.0.0.17,

"host”: 7127.0.0.1:8443”,

”method”: "DELETE”,

"path”: ”/restconf/ds/ietf—datastores:running/sztpd:devices/device=my—serial—number/response—manage\

”outcome”: ”success”

”timestamp”: 72025—01—22T07:16:23Z”,

”source—ip”: 7127.0.0.17,

”host”: 7127.0.0.1:8443”,

"method”: "DELETE”,

"path”: ”/restconf/ds/ietf—datastores:running/sztpd:responses”,
”outcome”: ”success”

”timestamp”: 72025—01—22T07:16:23Z”,

”source—ip”: 7127.0.0.17,

”host”: 7127.0.0.1:8443”,

”method”: "DELETE”,

?path”: ”/restconf/ds/ietf—datastores:running/sztpd:conveyed—information/bootstrap—servers”,
”outcome”: ”success”

"timestamp”: 72025—01—22T07:16:247Z”,

”source—ip”: 7127.0.0.17,

"host”: 7127.0.0.1:8443”,

”method”: "POST”,

?path”: ”/restconf/ds/ietf—datastores:running/sztpd:conveyed—information”,
”outcome”: ”success”

”timestamp”: 72025—01—22T07:16:24Z”,

”source—ip”: 7127.0.0.17,

”host”: 7127.0.0.1:8443”,

"method”: "POST”,

"path”: ”/restconf/ds/ietf—datastores:running/sztpd:conveyed—information”,
”outcome”: ”success”

”timestamp”: 72025—01—22T07:16:247Z”,

”source—ip”: 7127.0.0.17,

”host”: 7127.0.0.1:8443”,

”method”: ”POST”,

?path”: ”/restconf/ds/ietf—datastores:running/sztpd:conveyed—information”,
”outcome”: ”success”

"timestamp”: 72025—01—22T07:16:247Z”,
”source—ip”: 7127.0.0.17,

"host”: 7127.0.0.1:8443”,

”method”: "POST”,

?path”: ”/restconf/ds/ietf—datastores:running”,
”outcome”: ”success”
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”timestamp”: 72025—01—22T07:16:24Z”,
”source—ip”: 7127.0.0.17,
”host”:

7127.0.0.1:8443",
“method ”: "POST”

)

?path”: ”/restconf/ds/ietf—datastores:running/sztpd:devices/device=my—serial—number”,
”outcome”: ”success”

{

"timestamp”: 72025—01—22T07:16:247Z”,
”source—ip”: 7127.0.0.17,

7host”: 7127.0.0.1:9443”,

”method”: ”POST”

?path”: ”/restconf/operations/ietf—sztp—bootstrap—server:get—bootstrapping—data”,
”outcome”: ”success”
s

"timestamp”: 72025—01—22T07:16:25Z”,
”source—ip”: 7127.0.0.17,
“host”: 7127.0.0.1:8443”,
”method”: "DELETE”,

"path”: ”/restconf/ds/ietf—datastores:running/sztpd:devices/device=my—serial —number/response—manage\
”outcome”: ”success”

”timestamp”: 72025—01—22T07:16:25Z”,
”source—ip”: 7127.0.0.17,
"host”: 7127.0.0.1:8443”,
”method”: "DELETE”,

"path”: ”/restconf/ds/ietf—datastores:running/sztpd:responses”,
“outcome”: ”success”
7timestamp”: 72025—01—22T07:16:25Z”,

”source—ip”: 7127.0.0.17,

”host”: 7127.0.0.1:8443”,

"method”: "DELETE”,

?path”: ”/restconf/ds/ietf—datastores:running/sztpd:
”outcome”: ”success”

e

conveyed—information/boot—images”,
”timestamp ”: 72025—01—22T07:16:25Z”,

”source—ip”: 7127.0.0.17,

“host”: 7127.0.0.1:8443”,

”method”: ”"DELETE”,

?path”: ”/restconf/ds/ietf—datastores:running/sztpd:conveyed—information/scripts”,
”outcome”: ”success”
”timestamp”: 72025—01—22T07:16:25Z”,

”source—ip”: 7127.0.0.17,

"host”: 7127.0.0.1:8443”,

”method”: "DELETE”,

"path”: ”/restconf/ds/ietf—datastores:running/sztpd:conveyed—information/configurations”,
"outcome”: ”success”

7timestamp”: 72025—01—22T07:16:25Z”,
”source—ip”: 7127.0.0.17,
"host ”:

7127.0.0.1:9443”,
“method ”: "POST”

)

?path”: ”/restconf/operations/ietf—sztp—bootstrap—server:report—progress”,
”outcome”: ”success”

}
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4 Special Topics

This section goes over standards-based behavior that may not be immediately obvious to some readers.
Note that this section is very similar to the section presented in the YANGcore User Guide, but it uses
new/different example that are unique to SZTPD.

4.1 HTTP Headers

SZTPD inherits its HTTP Header processing logic from YANGcore. Please see the “HTTP Headers”
section in the YANGcore User Guide for details.

4.2 Ordered Lists

SZTPD inherits its support for ordered lists from YANGcore. Please see the “Ordered Lists” section in
the YANGcore User Guide for details.

There are three ordered lists in SZTPD as follows:

1) /boot—images/boot—image/download—uri
2) /responses/redirect—response/redirect —information/bootstrap—server
3) /devices/device/response—manager/matched—response

4.2.1 Example: POST-ing a Matched-Response after Another

Assuming a device’s “response-manager” contains the ordered list of “matched-response” entries: “respl”,
“resp2”, and “resp3”, then the command:

$ cat matched—response.json

{
?sztpd : matched—response ”: |
'name': 'new',
'response ': {
'none': [None]
}
}
]
}
$ curl —i —X POST —data @matched—response.json —H ”Content—Type: application/yang—datatjson” \

http://127.0.0.1:8080/restconf/ds/ietf—datastores:running/sztpd:devices/device=my—serial\
—number/response—manager? insert=after&point=/sztpd:devices/device=my—serial —number/respo\
nse—manager /matched—response=respl

b2

would result in the ordered list of entries: “respl”; “new”, “resp2”, and “resp3”.

4.2.2 Example: PUT-ing an entry before another entry

Assuming a redirect-response contains the ordered list of “bootstrap-server” entries: “bsl”, “bs2”, and
“bs3”, then the command:

$ cat bootstrap—server.json

7sztpd:bootstrap—server”: |
Ths—3”
]
}

$ curl —i —X PUT —data @bootstrap—server.json —H ”"Content—Type: application/yang—datatjson” \
http://127.0.0.1:8080/restconf/ds/ietf—datastores:running/sztpd:conveyed—information—re\
sponses/redirect—response=my-redirect—information/redirect—information/bootstrap\
—server=bs3?insert=before&point=/sztpd:responses/redirect—informat\
ion—response=my-redirect—information/redirect—information/bootstrap—server=bs2

would result in the ordered list of entries: “bs1”, “bs3”, and “bs2”.
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4.3 Special Characters

SZTPD inherits the need to handle special characters from YANGcore. Please see the “Special Charac-
ters” section in the YANGcore User Guide for details.

This concern experiences what might be described as its worst case scenario when inserting or moving
an entry into the ordered list “boot-images/boot-image/download-uri”. See Ordered Lists.

The “download-uri” list exhibits the worst case because its keys are themselves URLs, and thus a multi-
plicity of URLs need to be encoded into a URL. Tha e following examples illustrate using this API.

4.3.1 Example: POST-ing a Download-URI after Another

Assuming the configured “download-uri” leaf-list contains values as follows:

?sztpd :download—uri” : |
https://cdnl.example.com/path/to/image/file ,
https://cdn2.example.com/path/to/image/file ,
https://cdn3.example.com/path/to/image/file

]

}

then the command:

$ cat download—uri.json

?sztpd :download—uri”: |
https://newd.example.com/path/to/image/file

]
}
$ curl —i —X POST —data @download—uri.json —H ”"Content—Type: application/yang—datatjson” \
http://127.0.0.1:8080/restconf/ds/ietf—datastores:running/sztpd:boot—images/boot—ima\

ge=vendoros—19.2r1b6.img?insert=after&point=/sztpd: boot—images/boot—image=vendoros—1\
9.2r1b6.img/download—uri=https%3A%2E%2Fcdnl . example . com%2F path%2F to%2Fimage%2F file

would result in the list of entries:

?sztpd :download—uri” : |
https://cdnl.example.com/path/to/image/file ,
https://new4.example.com/path/to/image/file ,
https://cdn2.example.com/path/to/image/file ,
https://cdn3.example.com/path/to/image/file

]

}

4.3.2 Example: PUT-ing a Download-URI after Another

Assuming the configured “download-uri” leaf-list contains values as follows:

?sztpd :download—uri” : |
https://cdnl.example.com/path/to/image/file ,
https://new4.example.com/path/to/image/file ,
https://cdn2.example.com/path/to/image/file ,
https://cdn3.example.com/path/to/image/file

then the command:

$ cat download—uri.json

?sztpd :download—uri”: |
https://new4.example.com/path/to/image/file
]
}

$ curl —i —X POST —data @download—uri.json —H ”Content—Type: application/yang—datatjson” \
http://127.0.0.1:8080/restconf/ds/ietf—datastores:running/sztpd:boot—images/boot—ima\
ge=vendoros—19.2r1b6 .img/download—uri=https%3A%2E%2Fnew4 . example . com%2F path%2F t 0%2F image%\
2Ffile?insert=before&point=/sztpd: boot—images/boot—image=vendoros—19.2r1b6.img/downl\
oad—uri=https%3A%ZF%2F cdn3 . example . com%2F path%2F to%2Fimage%2F file
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would result in the list of entries:

7sztpd :download—uri” : |
https://cdnl.example.com/path/to/image/file ,
https://cdn2.example.com/path/to/image/file ,
https://new4.example.com/path/to/image/file ,
https://cdn3.example.com/path/to/image/file

4.4 List Pagination

SZTPD inherits its List Pagination support from YANGcore. Please see the “List Pagination” section
in the YANGcore User Guide for details.

4.5 Event Triggers
SZTPD inherits event triggers from YANGcore. Please see the “Event Triggers” section in the YANGcore
User Guide for details.

4.6 Plugins

SZTPD inherits plugins from YANGcore. Please see the “Plugins” section in the YANGcore User Guide
for details. In addition to the dynamic callouts supported by YANGcore, SZTPD supports also defines
some Dynamic Callouts, which are implemented using plugins.

5 Northbound API Detalils

5.1 NBI YANG Library

For any RESTCONF server, its YANG Library is the heart of the API, as it unambiguously identifies
what API the server implements. SZTPD’s YANG Library, presented below, is a superset of YANGCore’s
YANG Library. See the “YANG Library” section in the YANGcore User Guide for details.

{

7ietf—yang—library:yang—library ”: {

?module—set ”: [
{
?name”: ”shared—module—set”,
”?module”: [
{
"name”: "ietf—datastores”,
"revision”: 72018—02—14",
”namespace”: “urn:ietf:params:xml:ns:yang:ietf—yang—datastores”
b
{
"name”: ”ietf—yang—library”,
"revision”: 72019—01—04",
”namespace”: “urn:ietf:params:xml:ns:yang:ietf—yang—library”
}{n
"name”: ”ietf—crypto—types”,
"revision”: 72024—10—107,
7feature”: |
”cleartext—private—keys”
>
”namespace”: “urn:ietf:params:xml:ns:yang:ietf—crypto—types”
b
{
"name”: ”ietf—truststore”,
”revision”: 72024—10—107,
?feature”: |
"certificates”,
”central—truststore—supported”
1,
”namespace”: “urn:ietf:params:xml:ns:yang:ietf—truststore”
I
{
"name”: ”ietf—keystore”,
”revision”: 72024—10—107,
?feature”: |

?asymmetric—keys”,
”central—keystore—supported”
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1,

”namespace”: “urn:ietf:params:xml:ns:yang:ietf—keystore”
”name”: ”ietf—tcp—common”,

"revision”: 72024—10—107,

”namespace”: “urn:ietf:params:xml:ns:yang: ietf—tcp—common”
"name”: "ietf—tcp—client”,

"revision”: 72024—10—107,

”namespace”: “urn:ietf:params:xml:ns:yang:ietf—tcp—client”
"name”: ”ietf—tcp—server”,

"revision”: 72024—10—107,

”namespace”: “urn:ietf:params:xml:ns:yang:ietf—tcp—server”
"name”: ”iana—tls—cipher—suite—algs”,

"revision”: 72024—10—16",

”namespace”: “urn:ietf:params:xml:ns:yang:iana—tls—cipher—suite—algs’
"name”: "ietf—tls—common” ,

"revision”: 72024—10—107,

”namespace”: “urn:ietf:params:xml:ns:yang:ietf—tls—common”
"name”: "ietf—tls—server”,

"revision”: 72024—10—107,

7feature”: |

?server—ident—x509—cert”,
?client—auth—supported”,
?client—auth—x509—cert”

1,

"namespace”: "urn:ietf:params:xml:ns:yang:ietf—tls—server”
"name”: "ietf—udp—server”,

"revision”: 72024—10—157,

”feature”: [],

”namespace”: “urn:ietf:params:xml:ns:yang:ietf—udp—server”
"name”: ”ietf—http—server”,

”revision”: 72025—01—227,

”feature”: [

”client—auth—supported”

1,

”namespace”: “urn:ietf:params:xml:ns:yang:ietf—http—server”
"name”: "ietf—restconf—server”,

"revision”: 72025—01—227,

7feature”: |

”http—listen”,
?https—listen”,
”central-restconf—server—supported”

1,

"namespace”: "urn:ietf:params:xml:ns:yang:ietf—restconf—server”
”name”: ”yangcore”,

"revision”: 72025—01—227,

”"namespace”: “https://watsen.net/yangcore”

”name”: ”yangcore—yl”,

"revision”: 72025—01—227,

”"namespace”: “https://watsen.net/yangcore—yl”

"name”: ”ietf—sztp—conveyed—info”,

"revision”: 72019—04—307,

”namespace”: “urn:ietf:params:xml:ns:yang:ietf—sztp—conveyed—info”
"name”: ’"wn—x509—c2n”,

”revision”: 72025—01—227,

”"namespace”: “https://watsen.net/wnc2n”

"name”: ”sztpd”,

”revision”: 72025—01—227,

”namespace”: “https://watsen.net/sztpd”

3
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)
?import—only—module”: [

"name”: "ietf—yang—types”,
"revision”: 72013—07—15",
”namespace”: “urn:ietf:params:xml:ns:yang:ietf—yang—types”
b
{
”name”: ”ietf—inet—types”,
"revision”: 72013—07—15",
”namespace”: “urn:ietf:params:xml:ns:yang:ietf—inet—types”
b
{
”name”: ”iana—crypt—hash”,
revision”: ”2014—08—-06",
”namespace”: “urn:ietf:params:xml:ns:yang:iana—crypt—hash”
b
{
"name”: "ietf-—=x509—cert—to—mame”,
"revision”: 72014—12—107,
”namespace”: “urn:ietf:params:xml:ns:yang:ietf-—x509—cert—to—mame”
b
{
"name”: ”ietf—restconf”,
"revision”: 72017—01—26",
”namespace”: “urn:ietf:params:xml:ns:yang:ietf—restconf”
I
{
”"name”: ”ietf—netconf—acm”,
"revision”: 72018—02—14”,
”namespace”: “urn:ietf:params:xml:ns:yang:ietf—netconf—acm”
}{n
"name”: "yangcore—common” ,
"revision”: 72025—01—22”,
”"namespace”: “https://watsen.net/yangcore—rpcs”
] }
}
1,
”schema”: [
{
"name”: ”shared—schema”,
?module—set 7: |
”?shared—module—set”
]
}
>
”?datastore”: |
{
?name”: ”ietf—datastores:operational”,
”schema”: ”shared—schema”
1
{
’name”: ”ietf—datastores:running”,
”schema”: ”shared—schema”
}

,
”content—id ”: "TBD”

5.2 NBI YANG Modules

The NBI YANG Library defines the APT as a collection of YANG modules. There are thirty-one YANG
modules in SZTPD. The most exact description of the API is had by reviewing these YANG modules
directly, in conjuction with the “features” statements in the NBI YANG Library.

Ideally this guide would include the thirty-one YANG modules used by SZTPD, but they are a combined
total of over fifteeen thousand lines, which is too much to include here.

In lieu of including the YANG modules in this guide, the reader may find these YANG modules in
the “yang” directory in both the ‘yangcore’ and ‘sztpd’ packages. Where these files are located varies
by Python installation. The following command find the directory the YANG files are located for the
“yangcore” and “sztpd” packages:

python —c¢ 'import importlib.resources as resources; print(resources. files (”yangcore”) / "yang”)|
python —c 'import importlib.resources as resources; print(resources. files(”sztpd”) / ”yang”)'
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For example: “/Users/kent/.pyenv/versions/3.12.8/lib/python3.12/site-packages/yangcore/yang” and
“/Users/kent/.pyenv /versions/3.12.8/lib/python3.12 /site-packages/sztpd /yang”.

5.3 NBI Complete Tree Diagram

This section presents the complete YANG tree diagram for SZTPD’s Northbound API. This tree diagram
is generated using the YANG library presented in NBI YANG Library. This diagram is useful as it
presents the entire API one diagram.

Heads-Up! The NBI Top-level Nodes section presents all the new top-level nodes SZTPD adds, but it
does not show the few additions to YANGcore top-level nodes made by the SZTPD application. However,
this diagram does show them, if one searches for the “sztpd:” prefix.

NOTE: '\' line wrapping per RFC 8792

+—ro yangcore:audit—log
| +—ro audit—log—recordsx*
| 4+—ro0 comment? <string>
| +—ro host <string>
| +—ro input?
| +—ro method <enumeration>
| +—ro outcome <enumeration>
| +—ro path <string>
| +—ro0 source—ip <ip—address(union)>
| +—ro0 source—proxiesx <string>
| +—ro timestamp <date—and—time(string)>
| +—ro0 username? <string>
+—rw sztpd:conveyed—information
| +—rw boot—images
| | +—xrw boot—imagex [name]
| +—rw download—uri# <uri(string)>
| +—rw image—verification* [hash—algorithm ]
| | +—rw hash—algorithm <identityref>
| | +—=w hash—value <hex—string(string)>
| +—rw name <string>
| +—rw os—name <string>
| +—rw os—version <string>
+—rw bootstrap—servers
| 4+—rw bootstrap—serverx [name]
| +—rw address <host (union)>
| +—rw name <string>
| +—rw port? <port—mumber(uint16)>
| +—rw trust—anchor? <trust—anchor—cert—cms(binary)>
+—rw configurations
| 4+—=w configuration* [name]
| +—rw config—data? <binary>
| +—rw handling? <enumeration>
| +—rw media—type? <enumeration>
| 4+—rw name <string>
+—rw scripts
+—rw script* [name]
+—rw code <script (binary)>
+—rw name <string>
+—rw type <enumeration>
+—rw sztpd:device—types
+—rw device—typex [name]
+—rw identity—certificates!
| +—rw serial-number—extraction? <identityref>
| +—rw verification
| +—rw central—truststore—reference
| +—w certificate? <central—certificate—ref(leafref)>
| +—rw certificate—bag? <central—certificate—bag—ref(leafref)>
+—rw name <string>
+—rw ownership—authorization!
| +—rw dynamic—callout
| +—rw reference? <leafref>
+—rw sztpd:devices
+—rw devicex [serial-number]
+—rw activation—code? <crypt—hash(string)>
+—ro bootstrapping—log
+—ro bootstrapping—log—record*
+—r10 error—returned?
+—r0 event—details
| 4+—ro (event—type)
+——:(get—bootstrapping—data—event)
| +4+—10 get—bootstrapping—data—event
+—ro passed—input
+—ro response—details
| 4+—ro (response—type)
| +——:(managed—response)
| +—ro managed—response
| +—ro conveyed—information
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4+—ro (conveyed—information—handler)
+——:(dynamic—callout)
| +—ro via—dynamic—callout
| +—ro (result—type)?
| +——:(callout—configured)
+—ro callout—type <enumeration>
+—ro (function—or—webhook)?
|  +——:(function)
| +—ro function—details
| | +4+—ro function <string>
| | +4+—ro plugin <string>
| +—ro0 function—results
| +—ro (exit—status)
| +——:(exception—thrown)
| | +—r0 exception—thrown? <string>
| +——:(exited—normally)
| +—r10 exited—mormally? <string>
+—ro name <string>
| | 4+—ro rpc—supported <identityref>
| +——:(no—callout—configured)
| +—ro0 no—callout—configured? <empty>
+——:(onboarding—information)
| 4+—ro via—onboarding—response
| +—ro referenced—definition? <string>
+——:(redirect—information)
+—ro via—redirect—response
+—ro referenced—definition? <string>
+—ro0 selected—response? <union>

| +——:(report—progress—event)

+—ro0 report—progress—event

+—ro dynamic—callout

| 4+—ro (result—type)?

| +——:(callout—configured)

+——ro0 callout—type <enumeration>
+—ro (function—or—webhook)?

|  +——:(function)

| +—ro function—details

| | +—ro function <string>

| | +—ro plugin <string>

| +—ro function—results

| +—ro (exit—status)

| +——:(exception—thrown)

| | 4+—ro exception—thrown? <string>
| +——:(exited—normally)

| +—r10 exited—mormally? <string>
+—ro name <string>

+—ro rpc—supported <identityref>

| +——:(no—callout—configured)

| +—ro0 no—callout—configured? <empty>

+—ro passed—input

+—ro method <string>
+—ro path <string>
+—r0 return—code <uint16>
+—r0 source—ip <ip—address(union)>
+—ro0 timestamp <date—and—time(string)>
+—rw device—type <leafref>
+—ro lifecycle—statistics
+—r0 nbi—access—stats
| 4+—710 created <date—and—time(string)>
| +—ro last—modified <date—and—time(string)>
\ +—ro num—times—modified <uintl16>
+—r10 sbi—access—stats
+—ro first—accessed <date—and—time(string)>
+—ro0 last—accessed <date—and—time(string)>
+—ro num—times—accessed <uintl6>
4+—rw response—manager
+—rw matched—response# [name]
+—rw match—criteria!
|  4—rw matchx [key]
+—rw key <string>
+—rw not? <empty>
+—rw (test—type)

+——:(present)

+—rw present? <empty>

+——:(regex)

+—rw regex? <string>

+——:(value)

+—rw value? <string>

+—rw name <string>
+—rw response
+—rw reporting—level? <enumeration>
+—rw (response—handler)
+——:(managed—response)
+—rw conveyed—information

+—rw (conveyed—information—handler)
+——:(dynamic—callout)
| +—rw via—dynamic—callout
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+—rw reference <leafref>
——:(onboarding—information)
+—rw via—onboarding—response
+—rw config—template—params

\
\
\
\
\
| | +—rw key <string>
| | +—rw value <string>
| +—rw reference <leafref>
| ——:(redirect—information)
| +—rw via—redirect—response
| +—rw reference <leafref>
+——:(none)
+—rw none? <empty>
+—rw serial-—number <string>
+—rw yangcore:dynamic—callouts
+—rw dynamic—callout* [name]
+—rw (callout—type)
| +——:(call—function)
| +—rw call—function
| | +—rw function <leafref>
| | +—rw plugin <leafref>
| +—rw opaque?
+—rw name <string>
| +—rw rpc—supported <identityref>
+—rw ietf—keystore:keystore
+—rw asymmetric—keys
+—rw asymmetric—key* [name]
+—rw certificates
| +—xrw certificatex [name]
| +—w cert—data <end—entity—cert—cms(binary)>
| +—rw name <string>
+—rw name <string>
+—rw private—key—format? <identityref>
+—rw (private—key—type)
|  +——:(cleartext—private—key)
| +—rw cleartext—private—key? <binary>
+—rw public—key? <binary>
+—rw public—key—format? <identityref>
+—ro yangcore:notification—log
+—ro notification—log—record*
+—7r0 notification
+—ro timestamp <date—and—time(string)>
+—rw yangcore:plugins
+—rw pluginx [name]
+—rw functions
| +—rw function* [name]
| +—rw name <string>
| +—rw name <string>
+—rw yangcore: preferences
+—rw accounting
+—rw authentication
| +—rw internal—authenticator!
| +—rw passwords—allowed!
| +—rw aging—timeout!
| | 4—rw amount? <uint1l6>
| | 4+—rw units? <enumeration>
| +—rw is—required? <boolean>
+—rw authorization
+—rw sztpd:bootstrapping
| 4+—rw onboarding—supported? <boolean>
+—rw general
| 4+—rw email-address? <string>
| 4+—rw hostname? <host(union)>
+—rw outbound—interactions
+—rw relay—audit—log—record—callout? <leafref>
+—rw relay—notification—log—record—callout? <leafref>
| +—rw sztpd:relay—progress—report—callout? <leafref>
+—rw sztpd:responses
+—rw onboarding—responsex [name]
| 4—rw name <string>
| 4+—rw onboarding—information
| +—rw boot—image? <leafref>
| +—rw configuration? <leafref>
| +—rw post—configuration—script? <leafref>
| +—rw pre—configuration—script? <leafref>
+—rw redirect—responsex [name]
+—rw name <string>
+—rw redirect—information
+—rw bootstrap—server# <leafref>
4+—rw ietf—restconf—server:restconf—server
| 4+—xw listen!
+—rw endpoints
+—rw endpoint* [name]
+—rw name <string>
+—rw (transport)
| +——:(http)
| | 4+—w http

\
+
\
\
| | 4+—rw config—template—paramx* [key]
\
\
\
+
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+—rw external—endpoint!

| +—rw address <host(union)>

| 4+—rw port? <port—number(uint16)>

| +—rw http—server—parameters

| | +4—rw client—authentication!

| +4—rw server—mame? <string>

+—rw restconf—server—parameters

| +—rw client—identity—mappings

| +—rw cert—to—namex [id]

| +—rw fingerprint? <tls—fingerprint (string)>

| +—rw id <uint32>

| +—rw map-type <identityref>

| +—rw name <string>

+—rw tcp—server—parameters

+—rw local—bind* [local—address]

+—rw local—address <ip—address(union)>
+——rw local—port? <port—number(uint16)>

+——:(https)

| +—rw https

+—rw http—server—parameters

| +4—rw client—authentication!

| +—rw server—mame? <string>

+—rw restconf—server—parameters

| 4+—rw client—identity—mappings

| +—rw cert—to—mamex [id]

| +—rw fingerprint? <tls—fingerprint (string)>

| +—rw id <uint32>

| +—rw map-type <identityref>

| +—rw name <string>

+—rw tcp—server—parameters

| +—rw local—bind* [local—address]
| +—rw local—address <ip—address(union)>
| +—rw local—port? <port—number(uint16)>

| +—rw tls—server—parameters

+—rw client—authentication!

| 4+—rw ca——certs!

| | 4—rw (inline—or—truststore)

|

| +——:(central—truststore)
| +—rw central—truststore—reference? <central—certificate—bag—ref(leafre)

+—rw server—identity

|

f)>

| | | 4+—rw ee—certs!

| | | +—rw (inline—or—truststore)

| | | +——:(central—truststore)

| | | +—rw central—truststore—reference? <central—certificate—bag—ref(leafre)
f)>

|

|

|
| +—rw (auth—type)
| +——:(certificate)
| 4+—rw certificate
| 4+—rw (inline—or—keystore)
| +——:(central—keystore)
| +—rw central—keystore—reference
| +—rw asymmetric—key? <central—asymmetric—key—ref(leafref)>
| +—rw certificate? <leafref>
+—rw yangcore:use—for? <identityref>
4+—rw ietf—truststore:truststore
| 4+—=w certificate—bags
+—rw certificate—bag* [name]
+—rw certificatex [name]
| 4+—rw cert—data <trust—anchor—cert—cms(binary)>
|  +—rw name <string>
+—rw description? <string>
| +—rw name <string>
+—rw yangcore: users
| +—rw userx [login]
| +—rw authentication
| 4+—rw password—based
| +—rw password? <crypt—hash(string)>
| +—ro0 password—last—modified? <date—and—time(string)>
+—rw authorization
| +—w (auth—type)
| +——:(unrestricted)
| +—rw unrestricted? <empty>
+—rw email-address <string>
+—rw fullname? <string>
+—rw login <string>
+—rw preferences
+—mn user—password—aging
| 4+—ro0 expiration—date <date—and—time(string)>
| +—ro user <string>
+—n user—password—expired
| +—ro expiration—date <date—and—time (string)>
| +—ro user <string>
+—ro ietf—yang—library:yang—library
+—ro content—id <string>
+—ro datastorex [name]
| 4+—ro name <datastore—ref(identityref)>
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| 4—ro schema <leafref>
+—ro module—set* [name]
| +—ro import—only—module* [name revision]
| | 4—ro location* <uri(string)>
| | +4—ro name <yang—identifier (string)>
| +—ro namespace <uri(string)>
| 4+—ro revision <union>
| 4+—ro submodulex [name]
| +—r10 location* <uri(string)>
| +—ro name <yang—identifier (string)>
| +—ro0 revision? <revision—identifier (string)>
+—ro module*x [name]
| 4+—ro deviation* <leafref>
| 4+—ro featurex <yang—identifier(string)>
| +—ro location* <uri(string)>
| +—ro name <yang—identifier (string)>
| +—ro namespace <uri(string)>
| 4+—ro revision? <revision—identifier (string)>
| 4+—ro submodulex [name]
| +—r1o0 location* <uri(string)>
| +—r0 name <yang—identifier (string)>
| +—ro0 revision? <revision—identifier (string)>
|  4+—ro name <string>
+—ro schemas* [name]
+—ro module—set*x <leafref>
+—ro name <string>

5.4 NBI Top-level Nodes

SZTPD’s NBI builds on top of YANGcore’s NBI. Please see “NBI Top-level Nodes” in the YANGcore
User Guide for details.

This section presents the new top-level nodes SZTPD adds to the NBI, providing both detailed informa-
tion on each in turn. Each node’s name uses the naming convention “<module-name>:<top-level-node-
name>". The top-level “conveyed-information” node is presented in parts. The following subsections are
presented in sorted order.

5.4.1 /ietf-yang-library:yang-library

The top-level ‘ietf-yang-library:yang-library’ node, which is read-only (see “ro” in the NBI Complete
Tree Diagram) defines all of the YANG modules implemented by the Northbound interface. The YANG
Library is formally defined in RFC 8525.

5.4.2 /sztpd:conveyed-information

The top-level ‘sztpd:conveyed-information’ node groups data described as being “conveyed information”
(see Section 3.1 in RFC 8572).

This information includes:

e boot-images

e bootstrapping servers
e configurations

e scripts

These are convered in the following subsections.

5.4.2.1 /sztpd:conveyed-information/boot-images

The top-level ‘sztpd:conveyed-information’ node contains the ‘boot-images’ node, which is read-write
(see “rw” in the tree diagram) contains a list of “boot-image” nodes.

The ‘boot-image’ nodes are used to describe a boot-image to return to a bootstrapping device. Each
boot-image object must specify its name and version, and may specify download URIs and hash values
to verify the downloaded boot-image file.

Boot-image nodes are referenced by the ‘responses’ structure described in /sztpd:responses. Specifi-
cally, the ‘boot-image’ nodes are referenced by the ‘onboarding-information’ node, and thus used when
returning onboarding responses.
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The following tree diagram illustrates the NBI used for configuring ‘boot-image’ records.

+—rw conveyed—information
+—rw boot—images
+—rw boot—imagex [name]

+—rw name string
+—rw os—name string
+—rw os—version string
+—rw download—urix inet:uri
+—rw image—verification* [hash—algorithm ]
+——rw hash—algorithm identityref
+—rw hash—value yang:hex—string
5.4.2.2 /sztpd:conveyed-information/bootstrap-servers The top-level ‘sztpd:conveyed-

information’ node contains the ‘bootstrap-servers’ node, which is read-write (see “rw” in the tree
diagram) contains a list of “bootstrap-server” nodes.

The ‘bootstrap-server’ nodes describe a bootstrap server to return to a bootstrapping device. Each
bootstrap server node can specify its address, port, and trust anchor certificate.

Bootstrap-server nodes are referenced by the ‘responses’ structure described in /sztpd:responses. Specifi-
cally, the ‘bootstrap-server’ nodes are referenced by the ‘redirect-information’ node, and thus used when
returning redirect responses.

The following tree diagram illustrates the NBI used for configuring “bootstrap-server” records.

+—rw conveyed—information
+—rw bootstrap—servers
+—rw bootstrap—server [name]

+—7rw name string

+—rw address inet : host

+—rw port? inet : port—mumber

+—rw trust—anchor? ct:trust—anchor—cert—cms

5.4.2.3 /sztpd:conveyed-information/configurations

The top-level ‘sztpd:conveyed-information’ node contains the ‘configurations’ node, which is read-write
(see “rw” in the tree diagram) contains a list of “configuration” nodes.

The ‘configuration’ nodes describe a configuration to return to a bootstrapping device. Each configuration
node can specify the configuraton itself as well as how it should be handled (merged vs replaced). The
configuration is any format supported by the bootstrapping device. While possible the same configuration

may be used by more than one device node, it is more likely to have a distinct configuration per device?.

Configuration node are referenced by the ‘responses’ structure described in /sztpd:responses. Specifically,
the ‘configuration’ nodes are referenced by the ‘onboarding-information’ node, and thus used when
returning onboarding responses.

The following tree diagram illustrates the NBI used for configuring ‘configuration’ records.

+—rw conveyed—information
+—rw configurations
+—w configurationx [name]

+—rw name string
+—rw handling? enumeration
+—rw config—data? binary
+—rw media—type? enumeration

5.4.2.4 /sztpd:conveyed-information/scripts

The top-level ‘sztpd:conveyed-information’ node contains the ‘scripts’ node, which is read-write (see “rw”
in the tree diagram) contains a list of “script” nodes.

2For this reason, it may seen unnecessary to have configurations configured outside the device node, however this was
done intentionally so as to support a templating mechanism someday, whereby the configuration is 99% the same for all
devices, containing only device-specific variations (e.g., the device’s IP address).
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The ‘script’ node holds both ‘pre-configuration-script’ objects and ‘post-configuration-script’ objects.
Each script can be any executable supported by the device.

Script nodes are referenced by the ‘responses’ structure described in /sztpd:responses. Specifically, the
script nodes are referenced by the ‘onboarding-information’ node, and thus used when returning onboard-
ing responses.

The following tree diagram illustrates the NBI used for configuring ‘script’ records.

+—rw conveyed—information
+—xw scripts
+—rw script* [name]
+—rw name string
+—rw type enumeration
+—rw code sztp—info:script

5.4.3 /sztpd:device-types

The top-level ‘sztpd:device-types’ node, which is read-write (see “rw” in the tree diagram) contains a list
of “device-type” nodes.

The ‘device-type’ node describes a type of device, and is used when replying to a bootstrapping device.
Each device-type node can indicate if bootstrapping devices must present an identity certificate (e.g., an
IDevID) and, if so, which certificate in the “/ietf:truststore” is used to validate the device’s certificate.

Each device-type node can also indicate how to test the ownership of a device, which is implemented as
a dynamic callout.

Device-type nodes are referenced by device nodes, as seen in /sztpd:devices.

The following tree diagram illustrates the NBI used for configuring ‘device’ records.

NOTE: '\' line wrapping per RFC 8792

+—rw device—types
+—rw device—typex [name]

+—rw name string

+—rw identity—certificates!

| 4+—rw verification

| | 4+—xw central—truststore—reference {ts:certificates}?

| +—rw certificate—bag? ts:central—certificate—bag—ref {central—truststore—supported,cert)
ificates}?

| +—rw certificate? ts:central—certificate—ref {central—truststore—supported, certific)
ates}?

| 4+—rw serial-number—extraction? identityref

+—rw ownership—authorization!

+—rw dynamic—callout
+—rw reference? —> /yangcore:dynamic—callouts/dynamic—callout /name

5.4.4 /sztpd:devices

The top-level ‘sztpd:devices’ node, which is read-write (see “rw” in the tree diagram) contains a list of
“device” nodes.

The ‘device’ node is used to configure the bootstrapping response for a device, and also holds
bootstrapping-log for each device®. The bootstrapping log is containing in the ‘device’ object so that
storage used for it will be released when the device object is deleted.

Each device must have a ‘serial-number’ and a ‘device-type’. Further, the device object must either set
‘activiation-code’ or the ‘device-type’ it points to must set the ‘identity-certificates’ node. The device
object also has a ‘response-manager’ containing a list of ‘matched-response’ rules, which are processed
in order until a match is found. Note that if the matched-response contains no ‘match-criteria’ then
it automatically matches. Otherwise, all of match-criteria must evaluate to true for a match to occur.
Once a match occurs, the associated ‘response’ to selected.

Currently, responses are limited to just returning the “conveyed information” artifact, described in Sec-
tion 3.1 or RFC 8752. SZTPD doesn’t yet return to bootstrapping devices either the “owner certificate”

3The per-device bootstrapping-log is distinct from the [audit log][YANGcore / Audit Log]. The bootstrapping logs
captures to full interaction with the bootstrapping device, whereas the audit log captures the authentication of inbound
requests to SZTPD.
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or “ownership voucher” artifacts. This means that bootstrapping devices must “trust” the SZTPD
bootstrap server, since it does not ever return signed artifacts.

The following tree diagram illustrates the NBI used for configuring ‘device’ records.

NOTE: '\' line wrapping per RFC 8792

+—rw devices
+—rw devicex [serial-number]

+—rw serial—number string
+—rw device—type —> /device—types/device—type/name
+—rw activation—code? ianach:crypt—hash

+—rw response—manager

| 4+—rw matched—responsex [name]

+—rw name string
+—rw match—criteria!

|  +—rw matchx [key]

| +—rw key string
| +—rw not? empty
| +—rw (test—type)

| +——:(present)

| | +—rw present?  empty
|

|

|

+——:(value)
| 4+—rw value? string
+——:(regex)
+—rw regex? string
+—Tw response
+—rw reporting—level? enumeration
+—rw (response—handler)
+——:(none)
| +—rw none? empty
+——:(managed—response)

+—rw conveyed—information
+—rw (conveyed—information—handler)
+——:(dynamic—callout)
\ +—rw via—dynamic—callout
| +—rw reference —> /yangcore:dynamic—callouts/dynamic—callout /name
+——:(redirect—information)
| +—rw via—redirect—response

| +—rw reference —> /responses/redirect—response/name
+——:(onboarding—information)
+—rw via—onboarding—response
+—rw reference —> /responses/onboarding—response/name

+—rw config—template—params
+—rw config—template—param* [key]
+—rw key string
+—rw value string
+—ro bootstrapping—log
+—ro bootstrapping—log—recordx []

+—ro timestamp yang:date—and—time
+—ro0 source—ip inet:ip—address
| +—ro method string
+—ro path string
+—r0 return—code uintl6

+—r0 error—returned? <anydata>
+—r0 event—details
+—ro0 (event—type)
+——:(get—bootstrapping—data—event)
+—ro get—bootstrapping—data—event
+—ro passed—input <anydata>
+—ro selected—response? union
+—ro0 response—details
+—ro (response—type)
+——:(managed—response)
+—ro managed—response
+—ro conveyed—information
+—ro (conveyed—information—handler)
+——:(dynamic—callout)
+—ro via—dynamic—callout
+—ro (result—type)?
+——:(no—callout—configured)

+—ro0 no——callout—configured? empty
+——:(callout—configured)

+—ro name string

+—ro rpc—supported identityref

+—ro0 callout—type enumeration

+—ro (function—or—webhook)?
+——:(function)
| +—ro function—details
| | +—ro plugin string
| | +—ro function string
| +—ro function—results
| +—ro (exit—status)
| +——:(exception—thrown)
| | 4+—ro exception—thrown? string
| +——:(exited—normally)
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| | | | 4+—ro exited—mormally? string

| | | +——:(webhook) {yangcore:webhook—based—callouts—i\
mplemented }?

| | | +—ro webhook—details
| |  +—ro num—webhooks—configured uint8
| +—r0 webhook—results
| +—ro webhookx* []
| +—ro name string
| +—ro uri

inet:uri
+—ro (result—type)?

|

| +——:(connection—error)

| | +—ro0 connection—error? string
| +——:(http—status—code)

| +—ro http—status—code string
+——:(redirect—information)

| +—ro via—redirect—response

| +—ro referenced—definition? string

+——:(onboarding—information)
+—ro via—onboarding—response

+—710 referenced—definition? string
+——:(report—progress—event)
+—ro0 report—progress—event
+—ro passed—input <anydata>
+—ro dynamic—callout
+—ro (result—type)?
+——:(no—callout—configured)
| +—ro no—callout—configured? empty
+——:(callout—configured)
+—ro name string
+—ro rpc—supported identityref
+—ro callout—type enumeration

+—ro0 (function—or—webhook)?
+——:(function)
| 4+—ro function—details
| | 4—ro plugin string
| | 4—ro function string
| +—ro function—results
| +—ro (exit—status)
|
|
|

+——:(exception—thrown)
| 4+—ro exception—thrown? string
+——:(exited—normally)

+—ro exited—mormally? string

+——:(webhook) {yangcore:webhook—based—callouts—implemented}?
+—r0 webhook—details
\ +—ro num—webhooks—configured uint8
+—ro webhook—results
+—ro0 webhookx []

+—ro name string

+—ro uri inet:uri

+—ro (result—type)?
+——:(connection—error)

| +—ro connection—error? string
+——:(http—status—code)

+—ro http—status—code string
+—ro lifecycle—statistics
+—ro nbi—access—stats
| +—rto0 created yang: date—and—time
| +—ro num-times—modified uint16
| +—ro last—modified yang:date—and—time
+—r10 sbi—access—stats
+—ro num-times—accessed uint16
+——ro first—accessed yang: date—and—time
+—ro last—accessed yang: date—and—time

5.4.5 /sztpd:responses

The top-level ‘sztpd:responses’ node, which is read-write (see “rw” in the tree diagram) contains both a
list of “redirect-response” nodes and a list of onboarding-response” nodes. These responses are returned
to bootstrapping devices as follows:

o The ‘redirect-response’ node references an ordered list of [bootstrap servers][SZTPD / Bootstrap
Servers].

o The ‘onboarding-response’ node references a [boot-image|[SZTPD / Boot Images] object, a [pre-
configuration-script][SZTPD / Scripts] object, a [configuration|[SZTPD / Configurations| object,
and a [post-configuration-script][SZTPD / Scripts| object.

Device nodes reference the the “responses” nodes as described in /sztpd:devices. Specifically, the ‘re-
sponse’ nodes are referenced by the device’s “response-manager”.
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The following tree diagram illustrates the NBI used for configuring ‘responses’ records.

+—rw responses
+—rw redirect—responsex [name]

|  +4—rw name string
| +—rw redirect—information
| +—rw bootstrap—serverx —> /conveyed—information/bootstrap—servers/bootstrap—server /name
+—rw onboarding—responsex [name]
+—Tw name string
+—rw onboarding—information
+—rw boot—image? —> /conveyed—information/boot—images/boot—image/name
+—rw pre—configuration—script? —> /conveyed—information/scripts/script/name
+—rw configuration? —> /conveyed—information/configurations/configuration /name
+—rw post—configuration—script? —> /conveyed—information/scripts/script/name

6 Outbound API Details

SZTPD inherits the “Outbound” interface from YANGecore. Please see the “Outbound API Details”
section in the YANGecore User Manual for details. SZTPD adds to YANGecore’s Outbound inteface.

e SZTPD adds additional Dynamic Callouts
e SZTPD adds additional Notifications

6.1 Dynamic Callouts

SZTPD inherits YANGcore’s plugin-based dynamic callout mechanism. Please read the “Dynamic Call-
outs” section in the YANGcore User Guide for more details. SZTPD adds the following dynamic callouts:

rpces
+— rpc get—conveyed—information
+— rpc relay—progress—report
+— rpc verify—device—ownership

6.1.1 The “get-conveyed-information” Dynamic Callout

A dynamic callout implementing the “get-conveyed-information” RPC is used to have SZTPD dynami-
cally generate a response for a bootstrapping device. This ability is used to, e.g., support RFC 9646.

To configure SZTPD to dynamically obtain conveyed-information from an external system, a device’s
“response-manager” configuration must have a “matched-response” of type “conveyed-information” with
a “dynamic-callout” having the “rpc-supported” value “sztpd-rpcs:get-conveyed-information”.

6.1.1.1 Tree Diagram

Following is the tree diagram for the “get-conveyed-information” dynamic callout:

+—=x get—conveyed—information

+—w input
| +—w serial —number string
| +—w source—ip—address inet :ip—address
| +—w identity—certificate? ct :cms
| +—w from—device? <anydata>
| +—w opaque? <anydata>
+—ro0 output
+—ro conveyed—information <anydata>
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6.1.1.2 Example Usage

Here is a Python plugin that implements a function that can be used for the “get-conveyed-information”
RPC.

import json
def handle get conveyed info_request(input, opaque):

# show input
print (json.dumps({”input”: input, “opaque”: opaque}, indent=3))

# hardcode response
return {
?conveyed—information”: {
'ietf—sztp—conveyed—info :onboarding—information ': {

'"boot—image ': {
'os—name': 'VendorOS',
'os—version ': '19.2r1b6',
'download—uri ': ['https://example.com/path/to/image/file '],

'image—verification ': [

'hash—algorithm ': 'sha—256",
'hash—value': 'ba:ec:cf:a5:67:82:b4:10:77:¢c6:67:26:22:ab:7d:50:04:a7:8b:8f:0e:db:02:8b:f4:75:

When executed with an example conveyed-information request, this function has output*

55:fb:cl1:13:b2:3

{
7input”: {
”serial-—number”: “my-serial—number”,
”?source—ip—address”: 7127.0.0.17,
”from—device ”: {
7ietf—sztp—bootstrap—server:input”: {
7ietf—sztp—csr:plO—csr”: "BASEMAVALUE="
}
s
”opaque”: null
}

6.1.2 The “relay-progress-report” Dynamic Callout

A dynamic callout implementing the “relay-progress-report” RPC is used to relay progress reports re-
ceived from bootstrapping devices.

To configure SZTPD to relay progress reports, the “/yangcore:preferences/outbound-interactions/sztpd:relay-

progress-report-callout” node must point to a “/yangcore:dynamic-callouts/dynamic-callout” having the
“rpc-supported” value “sztpd-rpcs:relay-progress-report”.

6.1.2.1 Tree Diagram

Following is the tree diagram for the “relay-progress-report” dynamic callout:

+—=x relay—progress—report

+—w input
+—w serial —number string
+—w source—ip—address inet :ip—address
+—w identity—certificate? ct :cms
+—w from—device <anydata>
+——w opaque? <anydata>

4The “BASE64VALUE=" values are not real; they are used in this example only for readability.
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6.1.2.2 Example Usage

Here is a Python plugin that implements a function that can be used for the “relay-progress-report”
RPC.

import json
def relay progress_report_function(input, opaque):

# show input
print (json.dumps({”input”: input, “opaque”: opaque}, indent=3))

# no 'output' defined
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When executed with example input intended to simulate a device sending its “bootstrap-complete” mes-
sage, this function has output®.

{
7input”: {

”serial-—number”: “my-serial—number”,

?source—ip—address”: 7127.0.0.17,

”from—device ”: {

7ietf—sztp—bootstrap—server:input”: {
?progress—type”: ”bootstrap—complete”,
"message”: ”message sent via XML”,
?ssh—host—keys”: {
”ssh—host—key ”: [

{
7algorithm”: ”ssh—rsa”,
7key—data”: "BASEG4VALUE="
s
{
7algorithm ”: ”rsa—sha2—2567,
?key—data”: "BASEG4AVALUE="
}
]
s
?trust—anchor—certs”: {
?trust—anchor—cert 7: |
”"BASE64VALUE="
]
}
}
}
b
“opaque”: null

6.1.3 The “verify-device-ownership” Dynamic Callout

A dynamic callout implementing the “verify-device-ownership-record” RPC is used to verify the own-
ership for devices. Note that this callout primarily exists so that, in a multitenancy deployment, the
host-level can ensure that the tenants only configure devices (i.e., serial-numbers) that belong to them.

To configure SZTPD to verify device ownership, the “ownership-authorization” node under the top-
level node “/sztpd:device-types” must point to a “dynamic-callout” having the “rpe-supported” value
“sztpd:verify-device-ownership”.

6.1.3.1 Tree Diagram

Following is the tree diagram for the “verify-device-ownership” dynamic callout:

+—=x verify—device—ownership

+—w input
| +—w tenant string
| +—w serial —numberx string

+—710 output
+—ro verification—results
+—ro verification—result* [serial-—number]
+—ro serial —number string
+—ro result enumeration

5The “BASE64VALUE=" values are not real; they are used in this example only for readability.
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6.1.3.2 Example Usage

Here is a Python plugin that implements a function that can be used for the “verify-device-ownership”
RPC.

import json
def authenticate device ownership(input: dict, opaque: dict):

# show input
print (json.dumps({”input”: input, “opaque”: opaque}, indent=3))

# hardcode response

return {
?verification—results”: {
?verification—result”: [

?serial-—number”: ”sn—1117,
"result”: ”failure”

I
?serial—number”: ”sn—2227
"result”: ”success”

1
”serial-—number”: ”sn—333",
"result”: ”success”

When executed with an example ownership-verification request, this function has the following output:

{

7input”: {
”tenant”: "not—applicable”,
?serial-number”: |
?serial _number”: [?sn—111", ”sn—222”, ”sn—333"7],
]
T

”opaque”: null

6.2 Notifications

SZTPD inherits notifications from YANGcore. Please see the “Notifications” section in the YANGcore
User Guide for more details

SZTPD doesn’t implement any additional notifications yet.
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7 Southbound API Details

The Southbound Interface, which is added by the SZTPD application on top of YANGcore, implements
the “bootstrap server” defined in RFC 8572. This interface is presented when the ‘yangcore:use-for’ value
is the value “sztpd:rfc8572-interface”.

This section primarily illustrates usage for developers implementing support for SZTP (RFC 8572) to
network element devices®. These examples assume SZTPD’s SBI is listening on port 9090.

Since the Southbound interface is a RESTCONF server, some of the API fulfills that interface contract.
Thus the SBI is a superset of the API defined by RFC 8040. Use of the additional RESTCONF API
endpoints should be limited to tests.

7.1 SBI YANG Library

For any RESTCONF server, its YANG Library is the heart of the API, as it unambiguously identifies
what API the server implements. SZTPD’s SBI YANG Library, presented below, is unique and specific
to bootstrapping. The SBI’s YANG Library shares nothing in common with either the NBI Yang Library
or the YANG Library used by YANGCore.

{
7ietf—yang—library:yang—library ”: {
?module—set 7: |
"name”: ”shared—module—set”,
“module”: [
{
"name”: "ietf—datastores”,
"revision”: 72018—02—14",
”namespace”: "urn:ietf:params:xml:ns:yang:ietf—yang—datastores”
b
{
"name”: ”ietf—yang—library”,
"revision”: 72019—01—-04",
”namespace”: “urn:ietf:params:xml:ns:yang:ietf—yang—library”
e
{
"name”: "ietf—sztp—bootstrap—server”,
"revision”: 72019—04—307,
?feature”: [”onboarding—server”],
"namespace”: "urn:ietf:params:xml:ns:yang:ietf—sztp—bootstrap—server”
b
{
"name”: "ietf—yang—structure—ext?”,
"revision”: 72020—06—177,
"namespace”: "urn:ietf:params:xml:ns:yang:ietf—yang—structure—ext”
I
{
"name”: "ietf—crypto—types”,
”revision”: 72024—10—107,
?feature”: [],
”namespace”: “urn:ietf:params:xml:ns:yang:ietf—crypto—types”
b
{
"name”: "ietf—ztp—types”,
"revision”: 72024—10—107,
”namespace”: “urn:ietf:params:xml:ns:yang:ietf—ztp—types”
b
{
"name”: ”ietf—sztp—csr”,
"revision”: 72024—10—107,
”namespace”: “urn:ietf:params:xml:ns:yang:ietf—sztp—csr”
%7
”name”: ”yangcore—yl”,
"revision”: 72025—01—227,
”"namespace”: “https://watsen.net/yangcore—yl”
}
>
?import—only—module”: |
?name”: 7ietf—yang—types”,
"revision”: 72013—07—157,
”namespace”: “urn:ietf:params:xml:ns:yang:ietf—yang—types”

6To developers of the client-side bootstrapping/SZTP client. Please be advised that the code, upon receiving the
CMS structure from SZTPD, will need to examine the a “content-type” OID. Whilst SZTPD currently returns only
OIDs “id__ct_ sztpConveyedInfoJSON” and “id_ ct_ sztpConveyedInfoXML”, it will return OIDs “id-envelopedData” and
“id-signedData” in a future release. See RFC 8572 for more information about these OIDs
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s
"name”: 7ietf—inet—types”,
"revision”: 72013—07—157,
"namespace”: "urn:ietf:params:xml:ns:yang:ietf—inet—types”
s
"name”: "ietf-netconf-acm?”,
”revision”: 72018—02—14",
"namespace”: "urn:ietf:params:xml:ns:yang:ietf—netconf—acm”
o
”schema”: [
"name”: ”shared—schema”,
?module—set 7: |
”shared—module—set”
,
”?datastore”: |
"name”: "ietf—datastores:operational”,
”schema”: ”shared—schema”
1
"name”: ”ietf—datastores:running”,
”schema”: ”shared—schema”

”content—id ”: "TBD”

7.2 SBI YANG Modules

The SBI YANG Library defines the APT as a collection of YANG modules. The most exact description
of the API is had by reviewing all of the referenced YANG modules directly, in conjuction with the
“features” statements in the SBI YANG Library.

There are five YANG modules in the SBI. Ideally this guide would include these modules, but they are
a combined total of over fifteeen thousand lines, which is too much to include here.

In lieu of including the YANG modules in this guide, the reader may find these YANG modules in
the “yang” directory in both the ‘yangcore’ and ‘sztpd’ packages. Where these files are located varies
by Python installation. The following command find the directory the YANG files are located for the
“yangcore” and “sztpd” packages:

python —c 'import importlib.resources as resources; print(resources. files(”yangcore”) / "yang”)|
python —c¢ 'import importlib.resources as resources; print(resources. files(”sztpd”) / ”yang”)'

For example: “/Users/kent/.pyenv/versions/3.12.8/1lib/python3.12/site-packages/yangcore/yang” and
“/Users/kent/.pyenv /versions/3.12.8/lib/python3.12 /site-packages/sztpd /yang”.
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7.3 SBI Complete Tree Diagram

This section presents the complete YANG tree diagram for SZTPD’s Southbound API. This tree diagram
is generated using the YANG library presented in SBI YANG Library. This diagram is useful as it

presents the entire API one diagram.

+—=x ietf—sztp—bootstrap—server:get—bootstrapping—data
+—ro input
| 4—ro hw—model? <string>

+—ro (ietf—sztp—csr:msg—type)?

|

| | +——:(csr)

| | 4+—r0 (csr—type)
+——:(cmec—csr)

\
| | 4+—ro cmc—csr? <binary>
| +——:(cmp—csr)
| | 4+—ro cmp-csr? <binary>
| +——:(pl0—csr)
| +—ro0 pl0—csr? <plO—csr(binary)>
+——:(csr—support)
+—ro0 csr—support
+—ro csr—generation
| 4+—ro supported—formats
| +—ro0 format—identifier* <identityref>
+—ro key—generation!
| +—ro supported—algorithms
| +—ro0 algorithm—identifierx <binary>
+—ro nonce? <binary>
4+—r0 os—name? <string>
+—ro os—version? <string>
| 4+—ro signed—data—preferred? <empty>
+—ro output
+—ro0 conveyed—information <cms(binary)>
+—ro owner—certificate? <cms(binary)>
+—ro ownership—voucher? <cms(binary)>
+—ro0 reporting—level? <enumeration>
+—=x ietf—sztp—bootstrap—server:report—progress
+—ro input
| 4+—ro message? <string>
| 4+—ro progress—type <enumeration>
| 4+—ro ssh—host—keys
| | +4—ro ssh—host—keyx*
| +—ro algorithm <string>
|
|

| +—ro0 key—data <binary>
+—ro trust—anchor—certs
| 4+—r0 trust—anchor—cert* <cms(binary)>
| +4—ro output
+—ro ietf—yang—library:yang—library

+—ro content—id <string>

+—ro datastorex [name]

| 4+—ro name <datastore—ref(identityref)>

| 4—ro schema <leafref>

+—ro module—set* [name]

| 4+—ro import—only—module* [name revision]

| | 4—ro location* <uri(string)>

| +—ro name <yang—identifier (string)>
+—ro0 namespace <uri(string)>
+—ro0 revision <union>
+—ro submodule* [name]
| +—r1o0 location* <uri(string)>
| +—ro name <yang—identifier (string)>
| +—ro0 revision? <revision—identifier (string)>
+—ro module*x [name]
+—r0 deviation* <leafref>
| +—r10 featurex <yang—identifier (string)>
+—ro0 location* <uri(string)>
+—ro name <yang—identifier (string)>
+—ro0 namespace <uri(string)>
| +—ro0 revision? <revision—identifier (string)>
| +—ro0 submodulex [name]
+—r1o0 location* <uri(string)>
+—ro name <yang—identifier (string)>
4+—ro0 revision? <revision—identifier (string)>
|  4+—ro name <string>
+—ro0 schemax [name]

+—ro0 module—set* <leafref>

+—ro name <string>
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7.4 SBI Top-level Nodes

The SBI has three top-level nodes, which are described in this section. Two of the nodes are RPCs and
one node is operational state. The SBI does not define any configuration nodes. Notable about the SBI
is that all of its implemented modules are defined by the IETF (i.e., none by Watsen Networks). The
following subsections are presented in sorted order.

7.4.1 /ietf-sztp-bootstrap-server:get-bootstrapping-data

The top-level “ietf-sztp-bootstrap-server:get-bootstrapping-data” node is an RPC (i.e., defined by a
YANG “rpc” statement). This RPC is used by bootstrapping devices to obtain bootstrapping data.
The “get-bootstrapping-data” RPC is formally defined in RFC 8572.

7.4.2 /ietf-sztp-bootstrap-server:report-progress

The top-level “ietf-sztp-bootstrap-server:report-progress” node is an RPC (i.e., defined by a YANG “rpc”
statement). This RPC is used by bootstrapping devices to share bootstrapping progress with the boot-
strapping server. The “report-progress” RPC is formally defined in RFC 8572.

7.4.3 /ietf-yang-library:yang-library

The top-level “ietf-yang-library:yang-library” node, which is read-only (see “ro” in the SBI Complete
Tree Diagram) defines all of the YANG modules implemented by the Northbound interface. The YANG
Library is formally defined in RFC 8525.

7.5 Determining the SBI’s Host-meta

Since the Southbound interface is a RESTCONF server, the same command used by the Northbound
Interface applies. See Fetching Host-meta for details. The NBI’s host-meta is the same as SBI’s host-
meta.

7.6 Determining the SBI’s RESTCONF Root Resource

Since the Southbound interface is a RESTCONF server, the same command used by the Northbound
Interface applies. See Fetching the RESTCONF Root Resource for details. The NBI’s root resource is
the same as SBI’s root resource.

7.7 Determining the SBI’s Supported Encodings

Since the Southbound interface is a RESTCONF server, the same command used by the Northbound
Interface applies. See [Fetching the Encodings Supported] for details. SZTPD’s SBI supports both
“application/yang-data+json” and “application/yang-data+xml”.

7.8 Determining the SBI’s YANG-library Version

Since the Southbound interface is a RESTCONF server, the same command used by the Northbound
Interface applies. See Fetching the YANG Library for details. SZTPD’s SBI “implements” a different
number of YANG modules. The SBI’s YANG Library is below:
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7ietf—yang—library :yang—library ”: {

?module—set ”: [
?name”: ”shared—module—set”,
”"module”: [
"name”: ”ietf—sztp—bootstrap—server”,
"revision”: 72019—04—30",
”feature”: [”onboarding—server”],
”namespace”: “urn:ietf:params:xml:ns:yang:
b
"name”: "ietf—yang—structure—ext”,
"revision”: 72020—06—177,
”namespace”: “urn:ietf:params:xml:ns:yang:
I
"name”: "ietf—crypto—types”,
"revision”: 72024—10—107,
7feature”: [],
"namespace”: "urn:ietf:params:xml:ns:yang:
I
"name”: ”ietf—ztp—types”,
"revision”: 72024—10—107,
”namespace”: “urn:ietf:params:xml:ns:yang:
b
"name”: "ietf—sztp—csr”,
”revision”: 72024—10—107,
”namespace”: “urn:ietf:params:xml:ns:yang:
)
?import—only—module”: [
"name”: "ietf—yang—types”,
"revision”: 72013—07—15",
”namespace”: “urn:ietf:params:xml:ns:yang:
b
"name”: "ietf—inet—types”,
"revision”: 72013—07—15",
”namespace”: “urn:ietf:params:xml:ns:yang:
b
”"name”: ”ietf—netconf—acm”,
"revision”: 72018—02—14",
”namespace”: “urn:ietf:params:xml:ns:yang:
b
"name”: ”ietf—datastores”,
"revision”: 72018—02—14”,
”namespace”: “urn:ietf:params:xml:ns:yang:
b
"name”: ”ietf—yang—library”,
"revision”: 72019—01—04",
”namespace”: “urn:ietf:params:xml:ns:yang:
I,
”schema”: [
"name”: ”shared—schema”,
?module—set 7: [

”shared—module—set”

]
}

)
”?datastore”: [

{

?name”: ”ietf—datastores:operational”,
”schema”: ”shared—schema”

1
?name”: ”ietf—datastores:running”,
”schema”: ”shared—schema”

}

I,
”content—id ”: "TBD”

ietf—sztp—bootstrap—server”,

ietf—yang—structure—ext”,

ietf—crypto—types”,

ietf—ztp—types”,

ietf—sztp—csr”,

ietf—yang—types”

ietf—inet—types”

ietf—netconf—acm”,

ietf—yang—datastores”,

ietf—yang—library”,
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8 Simulator

A simulator has been developed, primarily to aid in the development of the RFC 8572 compliant boot-
strapping agent, though inspection of its source code is helpful towards understand how to use SZTPD’s
[Northbound Interface] (e.g., its use of the ‘curl’ command line utility).

8.1 Overview

"B

run-simulator.sh rfc8572-agent.sh sztpd 1 sztpd 2 sztpd 3

spawn

config

test

run

Y

get-bootstrapping-data (returns redirect information)

get-bootstrapping-data (returns redirect information)

| |

get—bootstrapping-data (returns onboarding information)

report-progress ("bootstrap-initiated")

report-progress ("bootstrap-complete")

exit status code

kill

verify
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The simulator (i.e., the script ‘run-sztpd-test.sh’) performs the following steps:

1. Start and initialize three SZTPD servers for the following roles:

Instance Purpose

1 A trusted bootstrap server to redirect the device to instance #2.
2 An initially untrusted bootstrap server to redirect the device to instance #3.
3 An initially untrusted bootstrap server to give the device its onboarding data.

Each SZTP server is an instance of the ‘sztpd’ process.
2. Start an instance of a demo RFC 8572 agent (the ‘rfc8572-simulator.sh’ script).

Parameters are passed into the agent providing necessary values (e.g., the “serial-number” value).
3. Wait for the agent to complete and then shutdown the three SZTPD instances.

No trace on the filesystem is retained as:

1. the ‘run-sztpd-test.sh’ and ‘rfc8572-simulator.sh’ scripts cleans up after themselves.
2. the ‘sztpd’ processes are run using the “in-memory” database’.

8.2 Dependencies
Successful execution of the requires a few packages to be installed.

o A UNIX-based system. (untested on Windows)

o Bash (the Bourne-Again SHell, any recent version)

e OpenSSL (both libraries and the command-line utility)

e Python (version 3.7 or greater)

o The following Python modules (all installed as dependencies to SZTPD)
o Curl (the ‘curl’ utility, many times installed by OS)

« SZTPD

8.3 Downloading

The simulator can be downloaded here: https://watsen.net/support.

8.4 Unarchiving

Unarchive the TGZ in a local directory, for example:

$ tar —xzvf ./sztpd—simulator —0.0.8.tgz

// This command creates a directory called ”sztpd—simulator”.

"For information about the in-memory database, please See the “In-memory Database” section in the Installation
Guide.
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Inside the “sztpd-simulator” directory are a number of files and directories:

Resource Purpose

run-simulator.sh  The script that starts 3 SZTPD servers and an RFC 8572 agent.
rfc8572-agent.sh A simple ‘curl’ based agent that simulates an RFC 8572 agent.

templates/ A directory containing config used to init the SZTP instances.
pki/ A directory containing code to initialize the PKI for the demo.
xrd/ A directory containing files to validates the “host-meta” XRD.

8.5 Customizing Variables
There is little need to customize the simulator scripts before running.

The most likely customization is to adjust the “PYTHON” and “PIP” variables, located at the top of
the “run-simulator.sh” and “rfc8572-agent.sh” files. For instance, if Python is installed as “python3.8”,
then the values should be set as follows:

PYTHON=python3 .8
PIP=pip3 .8

Another possible customization is to adjust the ports that the various ‘sztpd’ instances will open, for
instance, to deconflict from a port already in use. To adjust the ports used, edit the top of the “run-
sztpd-test.sh” and modify the various “PORT” values listed at the top of that file.

8.6 Initializing the PKI

The simulator creates a distinct PKI for each endpoint. As each SZTPD instance (in this demo) has
two endpoints (an NBI and and SBI) and there are three SZTPD instances, a total of six certificate
chains are created. Each certificate chain contains four certificates (a root certificate, two intermediate
certificates, and an end-entity certificate), thus a total of Twenty-four certificates are created in total.

Whilst the certificates could be dynamically generated for each execution of the simulator, for multiple
executions, having the PKI created already saves time.

Assuming the current directory is the “sztpd-simulator” directory, the following commands:

$ cd pki
$ make pki
$ cd ..

If ever needed, ‘make clean’ can be used to return the directory hierarchy to its original form.

8.7 Running

Assuming the current directory is the “sztpd-simulator” directory, the following command will run the
simulator:

$ ./run—sztpd—test.sh

Each time the simulator runs, it first tests if the PKI has been initialized. If the PKI has not been
initialized, the simulator exits with the message:

PKI needs to be initialized first .
— e.g., 'cd pki; make pki; cd ..;

1
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Otherwise the simulator runs without any other prompts, producing output such as:

Creating instances ...
“— Creating SZTPD instance 1...okay. (SZTPD instance 1 running with PID 22089)
"— Creating SZTPD instance 2...okay. (SZTPD instance 2 running with PID 220155)
“— Creating SZTPD instance 3...okay. (SZIPD instance 3 running with PID 22091)

Giving servers a couple seconds to startup...

Configuring instances...
“— Configuring SZTPD instance 1...
“— Configuring SZTPD instance 2...
“— Configuring SZTPD instance 3...

Giving servers a couple seconds to open their ports...

Testing instances...
“— Testing SZTPD instance 1
"— Testing SZTPD instance 2

— Testing SZIPD instance 3

Running simulator ...
“— Getting bootstrapping data...
— Processing bootstrapping data...
— Processing redirect information ...
— Getting bootstrapping data from next server...
— Processing bootstrapping data...
— Processing redirect information...
— Getting bootstrapping data from next server...
— Processing bootstrapping data...
— Processing onboarding information ...
— Bootstrap complete.

Killing 'sztpd' instances...
"— Sending SIGTERM to instance 1 (PID 22089)
“— Sending SIGTERM to instance 2 (PID 22090)
"— Sending SIGTERM to instance 3 (PID 22091)

Giving servers a couple seconds to shutdown...
Verifying instances are killed ...
“— Verifying SZTPD instance 1 killed ... okay.
“— Verifying SZTPD instance 2 killed ... okay.
“— Verifying SZTPD instance 3 killed ... okay.

All done!

8.8 Cleaning Up

The simulator makes effort to clean up after itself. For instance, all files are created in a temporary
directory. However, currently, if the simulator experiences an unexpected error, it may exit without first
shutting down the ‘sztpd’ instances.

If the ‘sztpd’ instances are not removed, they can be removed manually. For instance:

$ ps | grep sztpd

23816 ttys024 0:02.01 python sztpd sqlite:///:memory:
23817 ttys024 0:02.01 python sztpd sqlite:///:memory:
23818 ttys024 0:02.01 python sztpd sqlite:///:memory:

$ kill 23816
$ kill 23817
$ kill 23818
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